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Abstract. A rich set of proxy signature schemes have been widely researched and discussed so far. However, they have been mainly focusing on dealing with one or two
separate proxy situations each. In this article, the authors proposed the generalization of
the (t1 /n1 − t2 /n2 ) proxy signature scheme based on the factorization of the square root
modulo of a composite number. This scheme can be applied to every proxy situation. The
(t1 /n1 − t2 /n2 ) proxy signature scheme allows the original group of original signers to
delegate their signing capability to a designated proxy group of proxy signers. Any verifier
can verify the proxy signatures on the messages with the knowledge of the identities of
the actual original signers and the actual proxy signers. Furthermore, all possible attacks
that have been analyzed so far have failed to break the proposed scheme.
Keywords: Digital signature, Proxy signature, Multi-proxy multi-signature scheme,
Proxy multi-signature scheme, Threshold proxy signature

1. Introduction. Digital signatures [3, 19, 37] are widely used to replace hand-written
signatures in the digital world. However, simple digital signature schemes are not enough
to satisfy today’s practical conditions. For example, suppose a chairman in a department
needs to go on a business trip. She/He has to find a proxy person to deal with her/his
work at the oﬃce. Traditional digital signature schemes [1, 21, 33, 48] do not meet this
requirement. To remedy this weakness, the proxy function has been added to digital
signature schemes, and this new type of digital signature is called proxy signature [4, 28,
40, 44].
In 1996, Mambo et al. [30, 31] proposed the first proxy signature schemes. Their
schemes allow the original signer to delegate her/his signing capability to a designated
proxy signer so that the designated proxy signer can generate a signature on behalf of the
original signer.
1
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As discussed by the authors [20, 30, 31], proxy signature schemes have four delegation
types: full delegation, partial delegation, delegation by warrant and partial delegation
with warrant. With full delegation, a proxy signer receives the same private key as the
original signer has. In this case, a valid proxy signature by a proxy signer is indistinguishable from a signature generated by the original signer.
With partial delegation, the original signer uses her/his own private key to create a
proxy signature key and gives this proxy signature key to the proxy signer. It is computationally infeasible for the proxy signer to obtain the original signer’s private key from
the given proxy signature key. The proxy signer can use the proxy signature key to sign
messages on behalf of the original signer.
With delegation by warrant, a proxy signer receives a proxy warrant. The proxy warrant
is used to certify that the proxy signer is delegated by the original signer. The proxy
warrant records the identities of the original signer and the proxy signer, the valid proxy
period, etc.
Finally, the last delegation kind combines the benefits of both partial delegation and
delegation by warrant. The advantages of partial delegation with warrant are fast processing speed and the message qualification. Furthermore, neither delegation by warrant nor
partial delegation with warrant needs an additional proxy revocation protocol. Among
these four delegation kinds, partial delegation with warrant seems to be the best choice.
In this article, we focus on the proxy signature for partial delegation with warrant.
In general, a proxy signature for partial delegation should satisfy the following necessary conditions [30, 31]: strong unforgeability, verifiability, proxy signer’s deviation,
distinguishable property, strong identifiable property, secret-keys’ dependence and strong
undeniable property.
So far, quite a number of proxy signature schemes have been widely discussed [5, 10,
12, 20, 23, 36, 41, 45, 46, 47]. The proxy signature schemes where the original signer
can delegate only one proxy signer cannot be used for group proxy situations. As a
result, threshold proxy signature schemes ((1−t/n) proxy signature scheme), proxy multisignature schemes ((n − 1) proxy signature scheme), and multi-proxy multi-signature
schemes ((n1 − n2 ) proxy signature scheme) have also been proposed.
(1 − t/n) proxy signature schemes have received much attention [6, 10, 11, 12, 14, 20,
23, 35]. In such a design, the original signer is able to delegate her/his signing capability
to n signers of the proxy group. Any t or more proxy signers in the proxy group can
cooperatively generate the proxy signature.
(n − 1) proxy signature schemes can be found in [2, 9, 24, 25, 38, 42, 47]. In these
schemes, a proxy signer is allowed to generate a proxy signature on behalf of two or more
original signers. However, these schemes have a common disadvantage: the size of the
proxy signature on the proxy’s warrant is proportional to the size of the original signer
group.
Recently, a new type of proxy signature, called the (n1 − n2 ) proxy signature, was
proposed [7, 8, 15, 29, 43]. In this scheme, the original group can delegate a proxy group
under the agreement of all the signers in both the original group and proxy group.
In general, the (n − 1) proxy signature scheme is a special case of the (t1 /n1 − t2 /n2 )
proxy signature scheme where n out of n original signers in the original group and the
proxy group has only one single proxy signer. On the other hand, the (1 − t/n) proxy
signature scheme is also a special case of the (t1 /n1 −t2 /n2 ) proxy signature scheme where
the original group has only one single original signer. As for the case, where the original
group and the proxy group consist of only a single original signer and a single proxy
singer, it is also a special case of the (t1 /n1 − t2 /n2 ) proxy signature scheme. The concept
of the (t1 /n1 − t2 /n2 ) proxy signature scheme was first introduced by Li et al. [26]. It is
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an important technique to generalize the proxy signature schemes. Li et al. proposed a
generalization of proxy signature based on discrete logarithms that can be applied to every
proxy situation. However, Li et al.’s scheme has a security weakness that an adversary can
forge illegal proxy signatures being likely generated by the proxy group on behalf of an
adversary. To overcome this weakness, Hwang and Chan [17] proposed an improvement
on Li et al.’s generation scheme. Based on elliptic curves, Hwang et al. proposed another
generalization of proxy signature scheme [16]. However, [18, 39], respectively, showed
that the scheme has security flaws and then proposed an improvement on Hwang et al.’s
generation scheme.
Many asymmetric cryptosystems have been proposed, however, only three types of
systems should be considered both secure and eﬃcient. These systems, classified according
to the mathematical problem on which they are based, are:
• Factorization problem (such as the RSA cryptosystem)
• Discrete Logarithm problem (such as the ElGamal cryptosystem)
• Elliptic Curves Cryptosystem (ECC)
Up to now, two generalization of proxy signature schemes based on discrete logarithms
and elliptic curves are proposed by Li et al. and Hwang et al., respectively. In this article,
we shall propose another generalization of the (t1 /n1 −t2 /n2 ) proxy signature scheme with
known signers based on a new type called factorization. The proposed scheme is suitable
for all the proxy situations mentioned above.
This article is organized as follows. In Section 2, we shall first briefly review Lee et al.’s
scheme (the Lee-Hwang-Li scheme). Then, in Section 3, our new secure (t1 /n1 − t2 /n2 )
proxy signature scheme and security analysis will be proposed and presented. After that,
we propose some special cases of the (t1 /n1 − t2 /n2 ) proxy signature in Section 4. Finally,
some concluding remarks will be in the last section.
2. Review of the Lee-Hwang-Li Digital Signature Scheme. Lee et al. [22] proposed
a digital signature scheme based on the Ohto-Okamoto scheme [32]. Initially, each user
randomly generates two large primes, p′ and q ′ , and computes p, q, N and λ(N ) as
follows: p = 2p′ + 1, q = 2q ′ + 1, N = p × q and λ(N ) = 2p′ q ′ . Next, each user selects
a secret random number si between 1 and λ(N ). Then she/he computes a private key
xi = αsi mod N and the corresponding public key yi which is certified by the certificate
authority (CA) as yi = α−si L = x−L
mod N , where L is a random number (≈ 1050 ) with
i
GCD(L, λ(N )) = 1, α is an element which is primitive in both GF (p) and GF (q), and
h(·) is a one-way hash function. The parameters N , L and h(·) are published, and p, q,
p′ , q ′ , α and λ(N ) are kept secret.
Assume the message M needs to be signed by the signer. The signer randomly selects
a random number k between 1 and (N − 1). Then, she/he computes
r = k L mod N,
e = h(M, r) mod N,
z = kxei mod N.
Then, (e, z) is a signature of M . The signer sends (e, z) with M to the verifier.
On receiving the digital signature (e, z) of M , the verifier can compute r′ as r′ =
z L yie mod N . Then the verifier can check the equation, e?= h(M, r′ ). If the equation holds,
(e, z) is a valid signature of M .
3. The Proposed Scheme. In this section, we propose and analyze a new (t1 /n1 −t2 /n2 )
proxy signature scheme with known signers. This scheme is based on the Lee-Hwang-Li’s
digital signature scheme as described previously.
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According to the proxy warrant, a subset of original signers allows a designated proxy
group to sign on behalf of the original group. A message M has to be signed by a subset
of proxy signers who can represent the proxy group. Then, the proxy signature is sent to
a verifier to verify the validity of it. In other words, some threshold values will be given to
indicate the number of persons to represent the group to delegate the signing capability
or to sign the proxy signature.
Assume that there is a share distribution center (SDC) which is responsible for distributing shares for the system. Initially, the system parameters (N , L, h(·), p, q, p′ ,
q ′ , α, λ(N )) are the same as those of the Lee-Hwang-Li digital signature scheme back in
Section 2. Now, we will set some system parameters as:
• Mw : a warrant which records the identities of the original signers in the original
group and the proxy signers in the proxy group, the parameters (t1 , n1 ), (t2 , n2 ) and
the valid delegation time, etc.
• AOSID: (Actual Original Signers’ ID) the identities of the actual original signers.
• AP SID: (Actual Proxy Signers’ ID) the identities of the actual proxy signers.
Next, SDC computes the original signer’s private key xOi and public key yOi as follows:
xOi = αsOi mod N,
yOi = xLOi mod N,

(1)

where sOi is a random integer such that GCD(sOi , λ(N )) = 1. Similarly, each proxy
signer UPi also owns a private key xPi = αsPi mod N , where sPi is a random integer such
that GCD(sPi , λ(N )) = 1, and a public key:
yPi = xLPi mod N,

(2)

which is also certified by that CA. Finally, SDC distributes private keys to all the original
signers and proxy singers. The notations GO and GP are defined as the original signer
group and the proxy signer group, respectively. Let GO = {UO1 , UO2 , · · · , UOn1 } and
GP = {UP1 , UP2 , · · · , UPn2 } be groups of n1 original signers and n2 proxy signers.
Based on the definition of the (t1 /n1 − t2 /n2 ) proxy signature scheme, any t1 or more
out of n1 original signers (1 ≤ t1 ≤ n1 ) can represent GO to delegate signing capability.
Any t2 or more out of n2 proxy signers (1 ≤ t2 ≤ n2 ) can represent GP to sign a message
on behalf of GO . The procedure of the proposed scheme contains three phases: the proxy
share generation phase, the proxy signature generation phase and the proxy signature
verification phase.
3.1. Proxy share generation phase. Assume that any t1 or more original signers want
to delegate their signing capability to GP so that GP can sign messages on behalf of GO .
Let DO = {UO1 , UO2 , · · · , UOt′ } be the actual original signers with t1 ≤ t′1 ≤ n1 , and DO
1
as a group executes the following steps to delegate the signing capability to GP .
1. Choose a random number kOi with 0 < kOi < N , and broadcast rOi to other t′1 − 1
original signers in DO and the designated clerk.
L
rOi = kO
mod N
i

(3)

2. For each received rOj (j = 1, 2, · · · , t′1 ; j ̸= i), each UOi ∈ DO computes K and σOi
as follows:
′

K =

t1
∏

rOi mod N,

(4)

i=1
yO h(Mw ,K,AOSID)

K
σOi = kO
x i
i Oi

mod N.

(5)
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3. Send σOi to the designated clerk via a public channel.
4. After receiving σOi , the designated clerk checks whether the following equation holds:
yO h(Mw ,K,AOSID)

L
K
σO
= rO
y i
i
i Oi

mod N.

(6)

If it does, the designated clerk computes σO as their proxy share.
′

t1
∏

σO =

σOi mod N.

(7)

i=1

5. Broadcast (Mw , K, σO , AOSID) to GP .
After receiving (Mw , K, σO , AOSID), each UPj ∈ GP checks whether the following
equation holds:
′

L
σO

=K

K

t1
∏

yO h(Mw ,K,AOSID)

yOi i

mod N.

(8)

i=1

After each UPj confirms the validity of (Mw , K, σO , AOSID), she/he computes her/his
proxy signature key σPj as
yP

σPj = σO xPj j mod N.

(9)

3.2. Proxy signature generation phase. Without loss of generality, the proposed
scheme allows any t2 or more proxy signers to represent GP to sign a message M cooperatively on behalf of GO . Let DP = {UP1 , UP2 , · · · , UPt′ } be the actual proxy signers
2
with t2 ≤ t′2 ≤ n2 , and DP as a group executes the following steps to generate a proxy
signature.
1. Choose a random number kPj with 0 < kPj < N and broadcast rPj to other t′2 − 1
proxy signers in DP and the designated clerk.
rPj = kPLj mod N.
2. For each received rPk (k = 1, 2, · · · , t′2 ; k ̸= j), each UPj ∈ DP computes R and sPj
as follows:
′

R =

t2
∏

rPj mod N,

(10)

j=1
h(M, R, AP SID)

sPj = kPRj σPj

mod N.

(11)

Here, sPj is an individual proxy signature which is sent to the designated clerk.
3. After receiving sPj , the designated clerk checks whether the following equation holds:

h(M, R, AP SID)
t′1
∏ yO h(Mw , K, AOSID) yP
yO i i
y Pj j 
mod N.
(12)
sLPj = rPRj K K
i=1

If it does, the designated clerk computes
′

S=

t2
∏

sPj mod N.

j=1

Then, the proxy signature of M is (Mw , K, AOSID, M , R, S, AP SID).

(13)
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3.3. Proxy signature verification phase. After receiving the proxy signature (Mw ,
K, AOSID, M , R, S, AP SID) for M , any verifier can verify the validity of the proxy
signature by following the steps below:
1. According to Mw , AOSID and AP SID, the verifier obtains the public keys of the
original signers and proxy signers from CA and knows who the actual original signers
and actual proxy signers are.
2. The verifier can check the validity of the proxy signature on the message M through
the following equation:

h(M, R, AP SID)
t′2 ′
t′1
t2
∏ yO h(Mw , K, AOSID)
∏ yP 


yOi i
yPj j 
mod N.
(14)
S L = RR K K
i=1

j=1

If the above equation holds, the message M is authenticated, and the proxy signature
(Mw , K, AOSID, M , R, S, AP SID) is valid.
In the following paragraphs, we shall prove that the proposed scheme can work correctly.
Theorem 3.1. In the proxy share generation phase, the designated clerk can verify the
validity of σOi sent from UOi by Equation (6).
yO h(Mw , K, AOSID)

K
Proof: From Equation (5), we have σOi = kO
x i
i Oi
both sides of the above equation to exponents with L, we have
LyOi h(Mw , K, AOSID)

L
LK
σO
= kO
xOi
i
i

mod N . By raising

mod N.

According to Equations (1) and (3), the above equation can be rewritten as
yO h(Mw , K, AOSID)

K
L
y i
= rO
σO
i Oi
i

mod N.


Theorem 3.2. If the proxy share is constructed correctly, it will pass the verification of
Equation (8).
Proof: From Equations (5) and (7), we have
′

σO =

t1
∏

σOi ,

i=1
′

=

t1
∏

yO h(Mw , K, AOSID)

K
kO
x i
i Oi

mod N.

i=1

By raising both sides of the above equation to exponents with L, we have
′

L
σO

=

t1
∏

LyOi h(Mw , K, AOSID)

LK
kO
xOi
i

,

i=1
′

=

t1
∏

yO h(Mw , K, AOSID)

K
rO
y i
i Oi

mod N.

i=1

In accordance with Equation (4), the above equation can be rewritten as
′

L
σO
= KK

t1
∏

yO h(Mw , K, AOSID)

yOi i

mod N.

i=1
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Theorem 3.3. In the proxy signature generation phase, the designated clerk can verify
any individual proxy signature sPi sent from UPi by Equation (12).
Proof: Taking in Equation (9), we can rewrite Equation (11) as
(
)h(M, R, AP SID)
yP
mod N.
sPj = kPRj σO xPj j
Raising both sides of the above equation to exponents with L, we have
(
)
yPj Lh(M, R, AP SID)
sLPj = kPLR
σ
x
,
O Pj
j
(
)h(M, R, AP SID)
L yPj
y Pj
= rPRj σO
mod N.
According to Equation (8), the above equation can be rewritten as

h(M, R, AP SID)
t′1
∏
yO h(Mw , K, AOSID) yPj
sLPj = rPRj K K
yOi i
yPj 
mod N.
i=1


Theorem 3.4. If the proxy signature is constructed correctly, it will pass the verification
of Equation (14).
Proof: In Equations (9), (11) and (13), we have
′

t2
∏

S =

sPj ,

j=1
′

t2
∏

=

)h(M, R, AP SID)
(
yP
mod N.
kPRj σO xPj j

j=1

By raising both sides of the above equation to exponents with L, we have
′

L

S =

t2
∏

rPRj

(

L yPj
σO
yPj

)h(M, R, AP SID)
mod N.

j=1

According to Equations (8) and (10), the above equation can be written as

h(M, R, AP SID)
t′2 ′
t′1
t2
∏ yO h(Mw , K, AOSID)
∏ yP 


S L = RR K K
yOi i
yPj j 
mod N.
i=1

j=1


3.4. Security analysis and discussions. In this subsection, we analyze the security of
the proposed scheme and prove that the proposed scheme can satisfy the conditions in
[30, 31].
The security of the proposed scheme is based on the well-known diﬃculty of computing
one-way hash function [13] and the factorization [34] of the square root modulo of a
composite number N . In the following, we consider some possible attacks and see how
the proposed scheme works against them. We shall prove that the proposed scheme can
successfully withstand these attacks, maintaining the security provided by the one-way
hash function and the factorization problem of N .
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In the proposed scheme, all of the actual original signers’ private keys xOi are used in
the proxy share generation phase to create a proxy share σO . Therefore, for the proxy
group, it is necessary to verify the proxy share σO by checking Equation (8), and the
verifier also has to check the proxy signature verification equation, namely Equation (14),
by using all of the actual original signers’ public keys. All of the actual original signers’
public keys have been certified by CA. Without knowing the original signers’ private keys,
an adversary is unable to create the proxy share σO in the proposed scheme. Assume that
an adversary wants to obtain the original signer’s private key xOi in Equation (1). It
means the adversary has to face the diﬃculty of solving the factorization of N . According
to the warrant Mw , the original group cannot deny delegating their signing capability to
a proxy group because of the proof of the proxy share.
Similarly, all of the actual proxy signers’ private keys xPi are used to generate the proxy
signature in the proxy signature generation phase. Thus, it is necessary for any verifier
to verify the proxy signature verification equation, which is Equation (14), by using all of
the actual proxy signers’ public keys. These actual proxy signers’ public keys have also
been certified by CA. If an adversary wants to get some proxy signer’s private key xPi
from Equation (2), then she/he has to solve the factorization of N . Therefore, the proxy
group cannot deny generating the proxy signature on behalf of the proxy group and the
original group.
To fight against the equation attack, we have to consider the security of the proxy
signature verification equation:
h(M, R, AP SID)

t′2 ′
t2
t′1
∏ yP 
∏ yO h(Mw , K, AOSID)


yPj j 
mod N.
yOi i
S L = RR K K
j=1

i=1

In this case, an adversary may try to forge a valid proxy signature to pass the proxy
signature verification equation. Suppose
t′2

t′1
∏ yO h(Mw , K, AOSID)
 mod N,
(15)
yOi i
VO =  K K
i=1
t′2

VP =

∏

yP

yPj j mod N.

j=1

We can rewrite the proxy signature verification equation as
S L = RR (VO VP )h(M, R, AP SID) mod N.
The value VO depends on the parameters Mw , K and AOSID, while VP is a fixed value
as the actual proxy signers’ public keys are certified by CA. Given M ′ , AP SID′ , VO′
and VP′ , it is diﬃcult to determine R′ and S ′ based on the one-way hash function and
the factorization of N . Again, under given M ′ , AP SID′ , VP′ , R′ and S ′ , VO′ is to be
computed so that the equation holds. However, it is diﬃcult to find Mw′ , K ′ and AOSID′
such that Equation (15) holds. It also requires solving the one-way hash function and the
factorization of N . Therefore, the proxy signature verification equation is secure against
the equation attack.
Consider the insider forgery attack in [27, 38]. Without losing of generality, the malicious original signer UOk (UOk ∈ GO ) without any private keys of the other original signers
can forge a valid proxy share for an arbitrary warrant. To forge the proxy share, assume
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UOk waits until she/he receives any t1 − 1 original signers’ public keys yOi . She/He substitutes her/his public key yOk . UOk selects an integer x′Ok as her/his private key. Then,
′
UOk has to make her/his public key yO
satisfy the following equation:
k
)−1
(t −1
1
′
∏
′yO
y
O
yOi i
mod N.
(16)
yOk k = x′L
Ok
i=1

Next, UOk selects a random integer kOk and computes K and σO as follows:
L
K = kO
mod N,
k
′h(Mw , K, AOSID)

K
σO = kO
x
k Ok

mod N.

Thus, σO is a valid proxy share. It is because the forged proxy share can pass Equation
(8) as follows:
L
σO
= KK

t1
∏

yO h(Mw , K, AOSID)

yO i i

i=1



= K K x′L
Ok
(
=

(t −1
1
∏

yO

yO i i

,

)−1 t −1
1
∏

i=1
K ′h(Mw , K, AOSID)
kO
x
k Ok

)L

h(Mw , K, AOSID)
yOi i 
yO

,

i=1

mod N.

However, UOk cannot succeed in generating the proxy share σO . From Equation (16),
∏ 1 −1 yOi
yOi mod N are determined, it is extremely diﬃcult
suppose the values of x′Ok and ti=1
′
′
to find a yOk satisfying the equation. If UOk determines the integer yO
first, she/he has
k
′
to solve the factorization of N to find the value of xOk . Thus, the insider forgery attack
launched by the malicious original signer in the original group cannot succeed in forging
the proxy share for the arbitrary warrant.
Similarly, GP might also try the insider forgery attack. Without loss of generality,
suppose that the malicious proxy signer UPk (UPk ∈ GP ) wants to update her/his public
key yPk . UPk also waits until she/he obtains any t2 − 1 proxy signers’ public keys yPj .
Then, she/he changes her/his public key yPk . First, UPk chooses a random integer x′Pk
and makes her/his public key yP′ k as follows:
(t −1
)−1
2
′
∏
′yP
y
P
yPk k = x′L
yPj j
mod N.
(17)
Pk ×
j=1

Later, UPk selects a random integer rPk and computers R and S as follows:
R = rPLk mod N,
( t2 ′ )h(M, R, AP SID)
mod N.
S = rPRk σO
xPk
Thus, (Mw , K, AOSID, M , R, S, AP SID) is a valid proxy signature. It is because the
forged proxy signature can satisfy Equation (14) as follows:

S L = RR K K

t2

′

t1
∏
i=1

yO h(Mw , K, AOSID)

yO i i



t2
∏
j=1

h(M, R, AP SID)
yP

y Pj j 

,
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t2

′

= RR K K

t1
∏

yO h(Mw , K, AOSID)

yOi i

 x′L
Pk

(t −1
2
∏

i=1


= RR K K
=

(

j=1

t2

′

t1
∏

yP

y Pj j

)−1 t −1
2
∏

yO h(Mw , K, AOSID)

yOi i

i=1
t2 ′
rPRk (σO
xPk )h(M, R, AP SID)

)L

h(M, R, AP SID)
yP

y Pj j 

,

j=1

h(M, R, AP SID)


 x′L
Pk

,

mod N.

However, UPk cannot create a valid proxy signature. From Equation (17), if the values
∏ 2 −1 yPj
of x′Pk and tj=1
yPj mod N are determined, it is an extremely diﬃcult problem to find
′
a yPk satisfying the equation. If UPk determines the integer yP′ k first, she/he has to solve
the factorization of N to find the value of x′Pk . Thus, the insider forgery attack launched
by a malicious proxy signer cannot work.
As for the direct forgery attack in [38], the security analysis is the same as that of the
insider forgery attack for the proposed scheme. A malicious original signer can impersonate any t1 − 1 or more original signers in the original group. The malicious original signer
can forge the proxy share without relying on the agreement of the other original signers.
Suppose UOk waits until she/he receives any t1 − 1 original signers’ public keys. Then,
UOk selects a random number kOk and computes K and σO as follows:
L
K K = kO
k

σO =

(t −1
1
∏

)−1
yO h(Mw , K, AOSID)
yOi i

i=1
yOk h(Mw , K, AOSID)
kOk xOk

mod N,

(18)

mod N.

Thus, σO is a valid proxy share because the forged proxy share can pass Equation (8) as
follows:
L
σO

= K

K

t1
∏

yO h(Mw , K, AOSID)

yOi i

,

i=1

(t −1
1
∏

)−1
yO h(Mw , K, AOSID)
yOi i

=

L
kO
k

=

i=1
y
O h(Mw , K, AOSID)
L
kO
y k
,
k Ok

=

(

)
yO h(Mw , K, AOSID) L

kOk xOkk

yO h(Mw , K, AOSID)
yOkk

t∏
1 −1

yO h(Mw , K, AOSID)

yO i i

,

i=1

mod N.

However, UOk cannot succeed in generating the proxy share σO . From Equation (18),
it is extremely diﬃcult to find a K satisfying the equation. If UOk determines the integer
K first, she/he has to solve the factorization of N to find the value of kOk . Thus, the
direct forgery attack launched by the malicious original signer in the original group cannot
succeed.
On the other hand, a malicious proxy signer can also impersonate any t2 − 1 or more
proxy signers in the proxy group. UPk can also forge the proxy signature without the
agreement of the other proxy signers. Suppose that UPk waits until she/he receives any
t2 − 1 proxy signers’ public keys. Then, UPk selects a random number rPk and computes
R and S as follows:
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RR = rPLk

(t −1
2
∏

)−1
yP h(M, R, AP SID)
y Pj j

j=1
t2 yPk h(M, R, AP SID)
rPk (σO xPk )

S =

11

mod N,

(19)

mod N.

Thus, (Mw , K, AOSID, M , R, S, AP SID) is a valid proxy signature because the forged
proxy signature can satisfy Equation (14) as follows:
t2

h(M, R, AP SID)
t′1
t2
∏
∏
y
yO h(Mw , K, AOSID)
P

S L = RR K K
yOi i
yPj j 
,
i=1

= rPLk

(t −1
2
∏

yP h(M, R, AP SID)

t∏
2 −1

= rPLk K K

t2

′

t1
∏

yO h(Mw , K, AOSID)

yOi i



,

j=1



t2

′

t1
∏
i=1

)h(M, R, AP SID)
yP
y Pj j

j=1

K K

y Pj j

j=1
yP
×yPkk

)−1 

yO h(Mw , K, AOSID)

yOi i

h(M, R, AP SID)

 yPyPk 
k

,

i=1

( (
)h(M, R, AP SID) )L
t2 yPk
=
rPk σO xPk
mod N.
However, UPk still cannot create a valid proxy signature. From Equation (19), it is
extremely diﬃcult to find a R satisfying the equation. If UPk determines the integer R
first, she/he has to solve the factorization of N to find the value of rPk . Thus, the direct
forgery attack launched by the malicious proxy signer cannot work.
The proposed scheme satisfies the proxy signature scheme requirements in [30, 31]. The
analysis is given below.
• Strong unforgeability: A designated proxy group can generate a valid proxy signature
for the original group. According to the above security analysis, any original signer
in the original group and any third party cannot generate a valid proxy share and
a valid proxy signature. So, the proposed scheme satisfies the strong unforgeable
requirement. Furthermore, the proposed scheme provides proxy-protection property.
• Verifiability: By the proxy signature, any verifier can be convinced of the original
group’s agreement on the signed message. The verification of the proxy signature
can be used to guarantee that the original group actually authorizes the proxy group.
Hence, the proposed scheme satisfies the verifiability requirement.
• Proxy signer’s deviation: The proxy signers cannot generate a valid proxy signature
without being detected as a proxy signature. The proxy signers cannot generate the
valid signatures of the original signers. In the other words, the proposed scheme
provides the proxy signer’s deviation.
• Distinguishability: The valid proxy signature and the self-signing signature are applied to diﬀerent congruences for verification. Here, a self-signing signature refers to
an ordinary signature generated by the original signers. Therefore, these verification
congruences can distinguish the proxy signature from the self-signing signature. The
proposed scheme therefore achieves distinguishable requirement.
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• Strong identifiability: From the proxy signature, anyone can determine the identity
of the corresponding proxy signers. Furthermore, from the AP SID, anyone gets
to know with ease who actually signed the message on behalf of the proxy group.
Besides, from AOSID, we easily know who actually delegated the signing power
on behalf of the original group. Hence, the proposed scheme satisfies the Strong
identifiable requirement.
• Secret-keys’ dependence: The proxy signature is dependent on the proxy signers’
private keys and the proxy share σO . The proposed scheme provides the secret-keys’
dependence through the proxy share.
• Strong undeniability: The actual proxy signers generate a valid proxy signature for
the original signer group and the proxy signer group. The actual proxy signers cannot
repudiate the creation of the signature. Therefore, the proposed scheme provides the
strong undeniable property.
4. Special Cases of the Proposed Scheme. In this section, we propose some special
cases in the (t1 /n1 − t2 /n2 ) proxy signature scheme. Basically, these special cases are
realized in the framework of the (t1 /n1 −t2 /n2 ) proxy signature scheme. We propose three
kinds of proxy signature schemes: the (t/n − 1) proxy signature scheme, the (1 − t/n)
proxy signature scheme, and the (1 − 1) proxy signature scheme.
4.1. The (t/n−1) proxy signature scheme. In the (t/n−1) proxy signature scheme,
a designated proxy signer is allowed to generate a proxy signature on behalf of the original
signer group. Any t or more of the original signers can cooperatively delegate their signing
capabilities to the designated proxy signer.
The system parameters are the same as those in Section 3. Let UP be the designated
proxy signer. The major diﬀerence here is in the proxy signature generation phase.
In the proxy share generation phase, the steps are the same as those in Section 3. DO
broadcasts (Mw , K, σO , AOSID) to UP . After receiving (Mw , K, σO , AOSID), UP checks
whether Equation (8) holds. If it does, UP confirms the validity of (Mw , K, σO , AOSID).
She/He computes her/his proxy signature key σP = σO xyPP mod N .
In the proxy signature generation phase, UP is allowed to generate a proxy signature for
the message M on behalf of GO . First, UP randomly chooses a number r and computes
R = rL mod N,
h(M,R)

S = r R σP

mod N.

Then, the proxy signature of M is (Mw , K, AOSID, M , R, S).
Finally, the verifier checks the validity of the proxy signature and identifies the actual
original signers of the original group through the following equation:
(
)h(M,R)
t′
∏
y
h(M
,
K,
AOSID)
w
O
S L = RR K K
yOi i
yPyP
mod N
i=1
′

with t ≤ t ≤ n. If the above equation holds, the verifier believes in the validity of the
proxy signature and know the identities of the actual original signers from AOSID.
4.2. The (1−t/n) proxy signature scheme. In the (1−t/n) proxy signature scheme,
any t or more proxy signers from a designated proxy group of n proxy signers can sign
messages on behalf of the original signer. The major diﬀerence here is in the proxy share
generation phase.
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The system parameters are the same as those in Section 3. Let UO be the original
signer. In the proxy share generation phase, UO delegates the signing capability to GP .
First, UO chooses a random number k and computes
K = k L mod N,
y h(Mw , K)

σO = k K xOO

mod N.

Then, the original signer broadcasts (Mw , K, σO ) to GP . After receiving the (Mw , K,
σO ), each UPj ∈ GP checks whether the following equation holds:
y h(Mw , K)

L
σO
= K K yOO

mod N.

(20)

If it does, each UPj uses σO to compute her/his proxy signature key σPj in Equation (9).
In the proxy signature generation phase, any t or more proxy signers, as a group, signs
a message M cooperatively on behalf of GP . The procedure is similar to that in Section 3.
Each UPj computes R and sPj in Equations (10) and (11) and sends sPj to the designated
clerk. The clerk can verify the validity of sPj according to the following equation:
(
)h(M, R, AP SID)
y h(M , K) yP
sLPj = rPRj K K yOO w yPj j
mod N.
If the equation holds, then the clerk derives S from Equation (13), and the proxy signature
on message M is (Mw , K, M , R, S, AP SID).
In the proxy signature verification phase, the verifier checks the validity of the proxy
signature and identifies the actual proxy signers of the proxy group through the following
equation:
(
)h(M, R, AP SID)
t′
(
)t ′ ∏
y
P
y
h(M
,
K)
j
w
S L = RR
K K yOO
y Pj
mod N,
j=1

with t ≤ t′ ≤ n. If the above equation holds, the verifier can make sure of the validity of
the proxy signature and identify the actual proxy signers from AP SID.
4.3. The (1 − 1) proxy signature scheme. The (1 − 1) proxy signature scheme is the
basic proxy signature scheme. The original signer delegates her/his signing capability to
a designated proxy signer. The proxy signer generates a proxy signature on behalf of the
original signer.
The system parameters are also the same as those in Section 3. Let UO be the original
signer and UP be the proxy signer. The steps of the proxy share generation phase are
the same as those in Section 4.2. The original signer gives (Mw , K, σO ) to a designated
proxy signer. After confirming the validity of (Mw , K, σO ) by checking Equation (20),
UP performs the same steps as those of the proxy signature generation phase in Section
4.1. Then, the proxy signature of message M is (Mw , K, M , R, S). Finally, the verifier
checks the validity of the proxy signature in the following equation:
(
)h(M, R)
y h(M , K)
S L = RR K K yOO w yPyP
mod N.
If the equation holds, the proxy signature (Mw , K, M , R, S) of M is valid.
The security analysis and necessary conditions of the (t/n − 1), (1 − t/n) and (1 − 1)
proxy signature schemes presented above are the same as those in Section 3. Those attacks
in the above schemes will not work here because it is diﬃcult to obtain the proxy share
or the proxy signature. The proposed schemes also satisfy those necessary conditions.
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5. Conclusions. In this paper, we have proposed a new generalization of the (t1 /n1 −
t2 /n2 ) proxy signature scheme based on factorization to overcome security weaknesses.
Based on the (t1 /n1 − t2 /n2 ) proxy signature scheme, three special cases, namely the
(t/n − 1) proxy signature scheme, the (1 − t/n) proxy signature scheme and the (1 − 1)
proxy signature scheme, have been explored. For avoiding the abuse of signing capability,
the proposed scheme provides the ability to identify the actual original signers and the
actual proxy signers. These actual original signers cannot deny delegating the warrant.
Furthermore, these actual proxy signers cannot deny signing the proxy signatures. Some
possible attacks such as equation attacks, insider forgery and direct forgery attacks have
been considered. None of them can successfully break the proposed scheme. In practice,
the proposed proxy signature scheme can be applied to a company or an organization.
If a manager wants to go on a business trip, he/she has to find a proxy person to deal
with her/his work at the oﬃce. The manager can delegate her/his signing capability to a
designated proxy signer so that the designated proxy signer can generate a signature on
behalf of the manager. Until to now, generalization of proxy signature schemes based on
discrete logarithms, elliptic curves, and factorization are not eﬃcient. In future, we can
try to improve their eﬃciency.
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