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An Untra eable Blind Signature S heme
Abstra t
In this paper, the authors intend to propose a new untra eable
blind signature s heme based on the RSA ryptosystem. This paper applies the Extended Eu lidean algorithm to our blind signature s heme.
Compared with other blind signature s hemes, our proposed s heme an
meet the all requirements of a blind signature s heme. The se urity of
the proposed s heme, as did that of the RSA ryptosystem, depends on
the diÆ ulty of solving the fa toring problem.
Blind signatures, ryptography, untra eability, se urity.
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1

Introdu tion

The on ept of blind signature was rst proposed by Chaum [5℄. It an be used
in ryptographi appli ations su h as ele troni voting systems and ele troni
ash payment systems that have been prospering re ently. With the help of a
blind signature s heme, a requester an obtain a signature on a message from a
signer su h that the signer knows nothing about the ontent of the message and
is thus unable to link the resulting message-signature pair, a hieving blindness
and untra eability.
In the real world, private information prote tion is a very ru ial task in
some spe i

o asions that are be oming more and more general (i.e. anony-

mous voting systems or anonymous payment systems). In 1983 [5℄, Chaum
introdu ed the rst blind signature s heme to ensure that the user's private
information would not be revealed when he/she was pro eeding with asting
or pur hasing over the Internet. A ording to the on ept o ered by Chaum,
two parties, namely a group of requesters and a signer, are the parti ipants of
1

a blind signature s heme. Suppose one of the requesters asks for a blind signature from the signer. First, the requester blinds a message using the blinding
fa tor and sends the blinded message to the signer. After re eiving the blinded message, the signer signs it using his/her private key and then sends the
blinded signature ba k to the requester. Afterwards, the requester an extra t
the signature signed by the signer by eliminating the blinding fa tor from the
blinded signature. To su essfully verify the legitima y of the signature, one
an utilize the signer's publi key.
The requirements that a blind signature s heme is supposed to live up to
are [4, 12, 22, 29℄:
1.

Corre tness:

the orre tness of the signature of a message signed through

the proposed blind signature s heme an be he ked by anyone using the
signer's publi key.
2.

Blindness:

the ontent of the message should be blind to the signer; the

signer of the blind signature does not see the ontent of the message.
3.

Unforgeability:

the signature is the proof of the signer, and no one else

an derive any forged signature and pass veri ation.
4.

Untra eability:

the signer of the blind signature is unable to link the

message-signature pair even when the signature has been revealed to the
publi .
Re ently, many blind signature s hemes have been proposed by many resear hers [1, 5, 7, 10, 12, 13, 24, 25, 30℄. These s hemes an only a hieve the
above rst three requirements. In this paper, we will propose a new untra eable blind signature s heme based on the RSA ryptosystem [2, 20, 28℄ and
the Extended Eu lidean algorithm [23℄. As the name reveals, our s heme an
meet the above requirements, namely orre tness, blindness, unforgeability,
2

and untra eability. The se urity of our s heme also depends on the diÆ ulty
of solving the fa toring problem.
The rest of this paper is organized as follows. In Se tions 2 and 3, we
shall introdu e Chaum's s heme and other related blind signature s hemes. In
Se tion 4, we shall propose our new untra eable blind signature s heme based
on the RSA ryptosystem. In Se tion 5, the se urity of the proposed s heme
will be established. Finally, we shall give a on lusion to this paper in Se tion 6.
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Related Works

The on ept of a blind signature was rst introdu ed by Chaum in 1983. It
an be applied in any situations where anonymity is required (e.g. anonymous
voting or anonymous payment [21℄). In 1987, Chaum proposed a blind signature s heme based on the RSA publi key signature system [6℄. The se urity of
Chaum's s heme depended on the diÆ ulty of solving the fa toring problem.
Solms et al. introdu ed the notion of perfe t bla kmail and money laundering in 1992 [32℄. In 1993, Mi ali introdu ed the on ept of fair ryptosystems
to prevent the misuse of strong ryptographi systems by riminals [24℄. In
1995, Stadler et al. onsidered that the anonymity and untra eability properties ould possibly be misused by riminals [30℄. Consequently, perfe t bla kmailing or money laundering would exist in pla es like anonymous payment
systems. In order to prevent su h riminal a tions, Stadler et al. suggested
that a third trusted party should be onsidered in the anonymous payment
systems.
In 1998, Fan and Lei proposed a partially blind signature s heme [10℄ based
on the RSA publi

ryptosystem [2, 28℄ and quadrati residues [23℄ that ould

redu e the omputation load and the size of the database for ele troni

ash

systems. However, their s heme ould not meet the untra eability property of
3

a blind signature [18℄.
At Crypto'99, Coron et al. proposed a signature forgery strategy into
the RSA digital signature system whi h is a bran h of the hosen-message
atta k [8℄. Fortunately, this kind of atta k does not really a e t the se urity
of the RSA publi key signature system be ause the messages have to be in a
spe ial form [12℄. In a blind signature s heme, sin e the plain text messages are
blinded by the requester previously, the signer annot get any information from
the blinded messages. If any users do not follow the en oding rules de ned
by the signer to prepare the message to be signed, the signer annot dete t
them out. Therefore, an atta ker an obtain the signer's signature for the
message that is in the spe ial form designed by the atta ker. For this reason,
in 2000, Fan et al. [12℄ inje ted a randomizing fa tor into every message when
it was signed by the signer in Chaum's blind signature s heme, and this time
the requester had no way to remove the randomizing fa tor en losed in the
signature. However, there are still two things expe ted from the s heme. One
is that the requester should remain able to eliminate the blind fa tor embedded
in the blinded signature. The other thing is that everyone should be able to
verify the onstitutionality of the signature.
In 2001, Chien et al. proposed a partially blind signature s heme based on
the RSA ryptosystem that ould redu e the size of the database and prevent
double spending from happening in ele troni ash systems [7℄. Unfortunately,
as Hwang et al. showed, Chien et al's s heme failed to meet the requirement
of untra

eability

[19℄.

In addition to the diÆ ulty of solving the fa toring problem, the dis rete
logarithm problem [17℄ an also be applied to blind signature s hemes. In
1994, Camenis h et al. proposed two blind signature s hemes based on the
dis rete logarithm problem [1℄. The rst s heme was derived from a variation
of the DSA [26℄, and the se ond s heme depended on the Nyberg-Rueppel
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signature s heme [27℄. Nevertheless, in 1995, Harn [15℄ pro ered a s heme
that allowed the signer to link to the requester when obtaining the messagesignature pair. Then, Horser et al. gave a omment to Harn's ryptanalysis
[16℄. They pointed out that the blind signature s hemes ould not in fa t
be tra ed by Harn's ryptanalysis. Besides, in 2000, Mohammed et al. [25℄
proposed a blind signature s heme based on the ElGamal digital signature
s heme [9℄. In their s heme, however, when the requester obtained the blinded
signature from the signer, he/she ould not unblind it to a quire the signature
[31℄.
In 1996, Fan et al. [11℄ proposed a blind signature s heme based on quadrati residues [23℄. And in 1998, they proposed another blind signature s heme
[13℄ also based on quadrati residues to further improve the omputation efien y for the requester. However, in 2000, Shao laimed that Fan's blind
signature did not have the property of untra eability [29℄, and he proposed an
improved user-eÆ ient blind signature at the same time. Then, in 2001, Fan
et al. did not only disagree with Shao's omments [14℄, but also presented a
way to forge a legitimate signature so that the message ould be signed by an
atta ker instead of the signer in Shao's blind signature s heme.

3

Chaum's Blind Signature S heme

In Chaum's blind signature s heme [5℄, there are ve phases: initializing, blinding, signing, unblinding, and verifying. The blind signature s heme is des ribed
brie y as follows.



Initializing phase:

The signer randomly hooses two large primes p and q ,

and omputes n = p  q and (n) = (p 1)(q 1). The signer hooses two

large numbers e and d su h that ed  1 mod (n) and GCD(e; (n)) = 1.

Let (e, n) be the signer's publi key and d be the signer's priva y key.
5

The signer keeps (p; q; d) se ure and publishes (e, n) and a one-way hash
fun tion h su h as SHA-1 [23℄.



Blinding phase:

The requester has a message m, and he/she wishes to

have it signed by the signer. The requester randomly sele ts an integer r
as the blinding fa tor. The requester omputes and submits the integer
= re  h(m) mod n to the signer.



Signing phase:

After re eiving

and sends the integer t =




Unblinding phase:

putes s = t  r

1

Verifying phase:

d

from the requester, the signer omputes

mod n to the requester.

After re eiving t from the signer, the requester om-

mod n.
As a result, s is the signature on the message m. Any

one an verify the legitima y of the signature by he king whether se 

h(m) mod n.
It is easy to see that Chaum's blind signature s heme annot meet the requirement of untra eability. As the above blind signature s heme des ription
suggests, the signer should keep a pair of re ords ( i , ti ) for every blind message. When the requester reveals k pairs of (mi , si ) to the publi , the signer
an ompute k r0 = ti  s 1 mod n a ording to ea h stored pair of values ( i ,
i

i

ti ), where i = 1; 2; 3; :::; k. Then the signer an tra e the blind signature by
he king whether ea h ri0 and r(0 i

1)

have the same relation. We assume that

ea h requester has his/her own random generator to generate an integer r by
a relation in Chaum's blind signature s heme. We have shown the Chaum's
blind signature has the above weakness. The Chaum's blind signature s heme
annot a hieve perfe t untra eability. To over ome the weakness, we propose
our s heme in next se tion.

6
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The Proposed S heme

Based on the RSA ryptosystem [3, 28℄, we shall propose a new untra eable
blind signature s heme in this se tion. Our s heme omposed of ve phases:
(1) initializing, (2) blinding, (3) signing, (4) unblinding, and (5) verifying. The
signer rst publishes the publi information in the initializing phase. In the
blinding phase, the requester blinds the message and sends it to the signer for
requesting the signature. Then the signer signs the blinded message in the
signing phase. In the unblinding phase, the requester derives the signature
from the blinded signature. Finally, any one an verify the legitima y of the
signature in the verifying phase. The details of our s heme's pro edures are
des ribed as follows.



Initializing phase:

The phase is the same as the initializing phase in Chaum's blind signature
s heme. The signer keeps (p; q; d) se ure and publishes (e, n) and a oneway hash fun tion h su h as SHA-1 [23℄.



Blinding phase:

The requester has a message m, and he/she wishes to have it signed by
the signer. The requester randomly sele ts two distin t integers r1 and

r2 as the blinding fa tors. Then he/she randomly hooses two primes a1
and a2 su h that the greatest ommon divisor of a1 and a2 , denoted by

GCD(a1 ; a2 ), is 1. Then, the requester omputes the blinded messages
1

= r1e  h(m)a1 mod n and

2

= r2e  h(m)a2 mod n, and sends ( 1 ;

2

)

to the signer.



Signing phase:

After re eiving ( 1 ;

2

) from the requester, the signer randomly hooses

two primes b1 and b2 su h that GCD(b1 ; b2 ) = 1 and signs the blinded
message by omputing t1 =

b1 d

1

mod n and t2 =

7

b2 d

2

mod n, and then

the signer sends them ba k to the requester along with (b1 , b2 ). Note
that (t1 , t2 , b1 , b2 ) denote the blinded signatures.



Unblinding phase:

After re eiving (t1 ; t2 ; b1 ; b2 ) from the signer, the requester omputes a1 b1
and a2 b2 . Due to the four primes (a1 ; a2 ; b1 ; b2 ) where GCD(a1 ; a2 ) =
1 and GCD(b1 ; b2 ) = 1, GCD(a1 b1 ; a2 b2 ) is also equal to one. When

GCD(a1 b1 ; a2 b2 ) = 1, there must be exa tly two integers w and t that
satisfy the equation a1 b1 w+a2 b2 t = 1. It is alled the Extended Eu lidean
algorithm [23℄. The four parameters (a1 ; a2 ; w; t) are kept se ure by the
requester. Then the requester omputes s1 = t1  r1 b1 = h(m)a1 b1 d mod n
and s2 = t2  r2 b2 = h(m)a2 b2 d mod n. Then the requester an derive the
signature s by omputing s = sw1  st2 mod n and then publish (m; s).



Verifying phase:

As a result, s is the signature on the message m. Any one an verify the
legitima y of the signature by he king whether se  h(m) mod n.

The above pro esses are brie y illustrated in Figure 1. In this gure, we omit
the modulus n.
5

Dis ussions

In this se tion, we shall examine the orre tness, blindness, unforgeability, and
untra eability of the proposed s heme.
5.1

Corre tness

If s is the signature of the message m produ ed by the proposed s heme in
Se tion 4, then se  h(m) mod n is proven in the following:

se = (sw1  st2 )e mod n
8

Requester

Signer

(1)a1 ; a2 : primes
GCD(a1 ; a2 ) = 1
r1 ; r2 : random integers
e
a1
1 = r1  h(m)
e
a2
2 = r2  h(m)

(2) 1 ,

(5)GCD(a1b1 ; a2 b2 ) = 1, 
su h that a1 b1 w + a2 b2 t = 1
s1 = t1  r1 b1
s2 = t2  r2 b2
s = sw1  st2
(6)publishes (m; s)

2

-

(3)b1 ,b2 : primes
GCD(b1 ; b2 ) = 1
t1 = 1b1 d
t2 = 2b2 d

(4)(t1 ; t2 ; b1 ; b2 )

Veri er
(7)se = h(m)

Figure 1: The proposed s heme
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= ((t1  r1 b1 )w  (t2  r2 b2 )t )e mod n
= (((

b1 d

1

)  r1 b1 )w  ((

b2 d

2

)  r2 b2 )t )e mod n

= (((r1b1  h(m)a1 b1 d )  r1 b1 )w  ((r2b2  h(m)a2 b2 d )  r2 b2 )t )e mod n
= (h(m)a1 b1 wd  h(m)a2 b2 td )e mod n
= (h(m)d(a1 b1 w+a2 b2 t) )e mod n
= h(m) mod n:
Sin e a1 b1 w + a2 b2 t = 1 and ed

 1 mod (n), the above proof

an be

su essfully veri ed.
5.2

Blindness

Blindness is the main property in a blind signature. Blindness means that
the signer an sign a do ument without knowing what the do ument ontains.
In Chaum's blind signature s heme [5℄, the requester pi ks a blinding fa tor

r to ompute the blinded message

= re  h(m) mod n. Hen e, the signer

does not get to know the message m. Similarly, in our proposed s heme,
the requester pi ks four blinding fa tors (r1 ; r2 ; a1 ; a2 ) to ompute the blinded
messages

1

= r1e  h(m)a1 mod n and

2

= r2e  h(m)a2 mod n. Therefore, the

signer still annot know the message m.
5.3

Unforgeability

The se urity of our s heme is based on the diÆ ulty of solving the fa toring
problem. It is hard to forge a valid signature s on any message m to pass the
veri ation se = h(m) mod n [28℄.
5.4

Untra eability

Untra eability is also an important property in a blind signature. For any
given valid signature (mi ; si ), the signer is unable to link this signature to the
message. In the proposed s heme, the signer an be kept from tra ing the
10

blind signature. The demonstration is as follows. The signer keeps a set of
re ords (

1i

,

2i

, t1i , t2i , b1i , b2i ) for every blinded message. However, when

the requester reveals (mi ; si ) to the publi , the signer has no way to get any
information (r0 and r0 ) from these re ords. He/she annot tra e the relation
1i

2i

between r10 i and r20 i . In addition, s onsists of s1 and s2 , neither of whi h
the signer knows. Furthermore, without the knowledge of the se ure integers
(a1i ; a2i ; wi; ti ; r1i ; r2i ), the signer annot tra e the blind signature.

Table 1: Comparisons of property

[1℄
[25℄
[10℄
[13℄
[5℄
[24℄
[30℄
[12℄
[7℄
Ours

6

Mathemati al Corre tness Blindness Unforgeability Untra eability
foundation
DLP
YES
YES
YES
NO
DLP
NO
YES
YES
QR
YES
YES
YES
NO
QR
YES
YES
YES
NO
FP
YES
YES
YES
NO
FP
YES
YES
YES
NO
FP
YES
YES
YES
NO
FP
YES
YES
YES
NO
FP
YES
YES
YES
NO
FP
YES
YES
YES
YES
*DLP: Dis rete Logarithm Problem; QR: Quadrati Residues;
FP: Fa toring Problem.

Con lusion

In this paper, we have proposed a new untra eable blind signature s heme
based on the RSA ryptosystem. The proposed s heme an meet the requirements of an ideal blind signature s heme, namely orre tness, blindness, unforgeability, and untra eability. The se urity of the proposed s heme, as did
that of the RSA ryptosystem, depends on the diÆ ulty of solving the fa 11

toring problem. Compared with other blind signature s hemes as shown in
Table 1, our s heme an fully satisfy all of the requirements an ideal blind
signature s heme should live up to a ording to previous dis ussions. In the
future work, the te hnology of a blind signature s heme an be applied to
ryptographi appli ations su h as ele troni voting systems and ele troni
ash payment systems.
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