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Abstract: In this article, we propose an extension of Harn’s proposal for an efficient, batch
verification multiple RSA digital signature system. Our scheme can verify RSA signatures
with the ability to detect forged signatures efficiently.
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Introduction

To reduce the signature verification time, Harn proposed two batch verifying multiple RSA
and DSA-type digital signatures [3, 4]. However, his schemes are insecure [5, 6]. Recently,
Harn proposed another efficient method to batch verify RSA signature’s signed using the same
private key [4]. Assume that the RSA signature scheme [1, 2, 7] has selected the following
parameters.
• n = pq, where p and q are two large secret primes.
• e is the public key of a user, say Alice.
• d is a private key of the user (Alice), where ed mod φ(n) = 1. Here, φ(·) is a Euler
totient function.
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• h(·) is a one-way hash function.
The RSA signature of a message Mi is Si = h(Mi )d mod n. The signature verification
is performed by checking whether h(Mi ) is equal to Sie mod n. Harn proposed an application in which a user, Alice, generates t signatures (Mi , Si ), i = 1, 2, · · · , t. Alice sends
these t signatures to the other user, Bob. In a straightforward scheme, Bob needs to verify all signatures one by one. Therefore, Bob needs to compute h(Mi ) = Sie mod n for
i = 1, 2, · · · , t. The computation requires t exponentiations. However, Bob only needs to
Q
Q
compute ( ti=1 h(Mi ) = ( ti=1 Si )e mod n) in Harn’s scheme. The computation requires only
one exponentiation and (t − 1) multiplications. Since exponential computation is more time
consuming than multiplicative computation, the performance of Harn’s scheme is better than
that of the straightforward scheme.
Q
Q
Harn demonstrated that if the multiplicative signature satisfies ( ti=1 Si )e = ti=1 h(Mi ) mod
n, then Harn says that the multiplicative signature is a valid signature for messages M1 , M2 ,
· · ·, Mt .
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An Extension Scheme
Q

Q

In Harn’s scheme, Bob computes and checks whether ( ti=1 Si )e mod n is equal to ti=1 h(Mi ).
If both are equal, the RSA signatures of M1 , M2 , · · ·, Mt are S1 , S2 , · · ·, St , respectively.
Otherwise, there exists at least one signature for Mi that is not Si for some i = 1, 2, · · · , t. In
this case, the verification of all individual signatures must be performed by checking whether
h(Mi ) is equal to Sie mod n. It is inefficient to compute all of the individual signatures.
In this article, we extend Harn’s scheme to reduce the computations when the batch verQ
Q
ification fails, that is ( ti=1 Si )e mod n 6= ti=1 h(Mi ). We redefine h(·) as a one-way hash
Q
function such that h(·) is a prime and ti=1 h(Mi ) ≤ n. We can let the length of h(·) is b |n|
c
t
bits. Here, b·c denotes floor function; and |n| denotes length of n. Other parameters and
algorithms are the same as that in Harn’s scheme. In case the batch verification fails, the
forged signatures can be detected using the following steps.
Q
1. Bob computes L = ( ti=1 Si )e mod n.
2. Bob computes and verifies whether L mod h(Mi ) = 0, for i = 1, 2, · · · , t. If true then
the signature of Mi is Si , otherwise the Si is a forged signature of Mi .
If RSA signatures of M1 , M2 , · · ·, Mt are S1 , S2 , · · ·, St , respectively,
L mod h(Mi )
t
Y

= ((

Si )e mod n) mod h(Mi )

i=1

= (

t
Y

h(Mi )) mod h(Mi )

i=1

= 0.
2

If RSA signatures of Mi0 is Si and Mi0 6= Mi (that is, the signature of Mi is not Si ),
L mod h(Mi )
= ((

t
Y

Si )e mod n) mod h(Mi )

i=1

= (h(M1 )h(M2 ) · · · h(Mi−1 )h(Mi0 )h(Mi+1 ) · · · h(Mt )) mod h(Mi )
6= 0.
Since h(·) is a prime, it is not exist Mj such that h(Mj ) mod h(Mi ) = 0, for all j and j 6= i.
Instead of computing t exponential computations, our scheme only requires the computation
of one exponentiation and t modulus.
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Conclusion

We have proposed an efficient method for to batch verifying RSA signatures with the capability to detect and identify forged signatures.
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