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AbstractÐIn practice, we usually require two cryptosystems, an asymmetric one
and a symmetric one, to encrypt a large confidential message. The asymmetric
cryptosystem is used to deliver secret key SK, while the symmetric cryptosystem
is used to encrypt a large confidential message with the secret key SK. In this
article, we propose a simple cryptosystem which allows a large confidential
message to be encrypted efficiently. Our scheme is based on the Diffie-Hellman
distribution scheme, together with the ElGamal cryptosystem.

NO. XX,

XXXXXXX 2001

enciphering a large message. In Section 4, we analyze the security
of our scheme. Finally, Section 5 presents our conclusions.

2

THE ELGAMAL CRYPTOSYSTEM

The ElGamal cryptosystem [3] was originally developed in 1985
and is based on the difficulty of the discrete logarithm problem for
finite fields. We briefly review this cryptosystem as follows: Let P
denote a large prime; g denotes a primitive element, (i.e., g 2 Zp ), xi
denotes a secret key of the user i ui ; r denotes a random number;
and pi  gxi modP denotes a public key of ui . Here P , g, and pi are
public information, while xi and r are private information.
Whenever, ui wants to deliver the message m (0  m  P 1) to
uj , ui generates a random number r and then encrypts m as below:

Index TermsÐCryptosystems, data security, encryption, public key.
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INTRODUCTION

SYMMETRIC cryptosystems, such as DES [6], [9] and FEAL-32 [5],
use same secret key to encrypt plaintext and to decrypt ciphertext.
This means that both the sender and the receiver must have the
same secret key for the cryptosystem. This presents two
difficulties. One is how to distribute the secret keys privately.
The other is how to manage a large number of secret keys [1], [8].
For example, if there are 50 people communicating with each
other, each person must keep his/her own secret key, as well as, 49
secret keys of the other users. The advantage of symmetric
cryptosystems is good performance for enciphering and deciphering, enabling them to encrypt large confidential messages.
The asymmetric cryptosystems, such as the RSA [7] and
ElGamal cryptosystems [3], use different keys for encryption and
decryption, respectively. The enciphering key could be published
in a public directory and any user can send a confidential message
to the receiver with the receiver's public enciphering key. The
receiver uses his deciphering key, which is private, to decrypt the
ciphertext. Asymmetric cryptosystems can solve the difficulties of
symmetric cryptosystems and they are suitable for encrypting a
small confidential message. However, it is time consuming when
encrypting large confidential messages with an asymmetric
cryptosystem.
In practice, we usually require two cryptosystems, one
asymmetric cryptosystem and one symmetric cryptosystem, to
encrypt a large confidential message. The asymmetric cryptosystem is used to deliver the secret key SK, while the symmetric
cryptosystem is used to encrypt a large confidential message with
the secret key SK. In this article, we propose a simple
cryptosystem which allows a large confidential message to be
encrypted efficiently. Our scheme is based on the Diffie-Hellman
distribution scheme and the ElGamal cryptosystem.
This article is organized as follows: In the next section, we
review the ElGamal cryptosystem and the problems that arise
when it is applied to encrypt a large confidential message. In
Section 3, we present an ElGamal-like cryptosystem for efficiently
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gr mod P ;
m  pri mod P :

1
2

ui sends b; c to uj . When uj receives b; c, uj decrypts c as follows:
m  c  bxj 

1

mod P :
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Since the ciphertext c depends on both plaintext m and the
random number r, the ElGamal cryptosystem is nondeterministic.
In other words, a different random number r will obtain a different
ciphertext c from same plaintext m.
Breaking ElGamal cryptosystem is equivalent to breaking the
Diffie-Hellman [2] distribution scheme. For the encryption, two
exponentiations are required and one exponentiation for decryption is needed.
However, there are two limits in the ElGamal cryptosystem.
One is that the plaintext m must be less than P 1. The other is
that the random number r cannot be used repeatedly. Otherwise,
the system is not secure against the known-plaintext attack. As
long as we know one pair m; b of (2), pri is obtained. Then, the
same random number r is used to encrypt other pieces of plaintext
m1 as follows:
c1  m1  pri mod P ;

4

then the plaintext m1 can be obtained by computing
c1  pri 

1

mod P :
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Therefore, the ElGamal cryptosystem needs to break a large
plaintext into smaller pieces before enciphering, with the length of
each piece being less than that of P . The ElGamal cryptosystem
also needs to generate a random number r for each piece. It is
obvious that the ElGamal cryptosystem is time-consuming for
encrypting a large plaintext. In next section, we propose an
ElGamal-like cryptosystem for enciphering a large plaintext more
efficiently.

3

OUR SCHEME

In this section, we propose an efficient scheme for enciphering a
large plaintext. Our proposed scheme is based on both the DiffieHellman distribution scheme [2] and the ElGamal cryptosystem [3].
The Diffie-Hellman key distribution scheme is used in our
proposed scheme to generate the key pair of public and secret keys
for all users ui s, for i  1; 2    ; n. Each user ui randomly selects a
secret key xi 2 Zp and computes the corresponding public key
pi  gxi modP . Here P is a large prime of length being 513 bits and g
is a primitive element of GF P .
P , g, and pi are all published information. Any user who wants
to deliver a confidential message M to ui performs the following
steps:
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Break plaintext M into t pieces M1 , M2 ,    , Mt , each piece
of length being 512 bits.
Generate two random numbers r1 and r2 , where
1 < r1 ; r2  P 1, and compute b1 and b2 as follows:
b1 
b2 

3.

gr1 mod P ;
gr2 mod P :

6
7

j

Cj  Mj  pri 1  pri 2 2  mod P :
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4.

Send fb1 ; b2 ; Cj ; j  1; 2;    ; tg to the receiver through a
public network.
After receiving fb1 ; b2 ; Cj ; j  1; 2;    ; tg from the sender, the
receiver recovers the plaintext M by computing as follows:
j

Mj  Cj  bx1 i  bx2 i 2  1 mod P :

It should be noted that the sender generates only two random
numbers r1 and r2 in our scheme, although the ElGamal cryptosystem requires t random numbers for t pieces of plaintext.
In addition, the computational complexity of our scheme
required to encrypt t pieces of plaintext is only that required to
compute four times exponentiation operations (b1 , b2 , pri 1 , and pri 2 ),
t times exclusive-OR operations, t times multiplication operations,
and t times square operations. However, the ElGamal cryptosystem
requires the computation of 2t times exponentiation operations
(t times b and t times pri ) and t times multiplication operations.
Since the computational complexity of computing exponentiation
operations is larger than that of computing exclusive-OR and
square operations, our scheme is thus preferable to the
ElGamal cryptosystem for enciphering a large plaintext.

4

SECURITY ANALYSIS

Since our scheme is based on both the Diffie-Hellman distribution
scheme [2] and the ElGamal cryptosystem [3], it is very difficult for
an illegal user to compute the secret key xi of the user ui from the
equation pi  gxi mod P . It is also difficult for an intruder to obtain
the system-generated random numbers r1 and r2 directly from the
equations b1  gr1 mod P and b2  gr2 mod P in Step 2 of the
enciphering algorithm in Section 3. The difficulty relies on the
complexity of computing discrete logarithms over finite fields [3].
If an intruder knows some pairs of the plaintext and ciphertext,
j
Mj ; Cj , the intruder can obtain pri 1  pri 2 2 mod P by solving (8)
in Section 3. However, it is difficult for the intruder to obtain pri 1
j
j
and pri 2 2 from the equation pri 1  pri 2 2 mod P . In addition,
r2 2j
since the intruder cannot obtain pi  mod P , she/he cannot
obtain pri 2 mod P . The security of our scheme is based on the
difficulty of finding the composite exclusive-OR operation. In
j
addition, since pri 1  pri 2 2  is nonlinear, an illegal user will have
difficulty acquiring the pieces of plaintext even though he/she can
find some pairs of Mj ; Cj s by solving (8) in Section 3. Our scheme
is thus secure against the chosen-plaintext attacks.

5

CONCLUSIONS

We have proposed an ElGamal-like cryptosystem which allows a
large confidential message to be encrypted efficiently. Our scheme
requires the generation of only two random numbers r1 and r2 .
However, an ElGamal cryptosystem requires the generation of
more random numbers for a large plaintext. We have also shown
that our proposed scheme is computationally less complex than
that of the ElGamal cryptosystem for enciphering a large plaintext.
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