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Dynamic Participation in a Secure Conference
Scheme for Mobile Communications
Min-Shiang Hwang, Member, IEEE

Abstract— We propose a scheme to implement secure digital
mobile communications. The scheme can both enable multiple
users to hold a secure teleconference and also resolve the problem of allowing a participant to join dynamically or to quit
a teleconference already in progress. Essentially, teleconference
is a synchronous collaboration session in which participants at
remote locations cooperate through wireless communications.
Two requirements for the system are: privacy and authentication. Privacy signifies that an eavesdropper cannot intercept
conversations of a conference. Authentication ensures that the
service is not obtained fraudulently in order to avoid usage charge
usage. We present a conference key distribution scheme for digital
mobile communications, according to which users can share a
common secret key to hold a secure teleconference over a public
channel. The participants need not alter their secret information
when a participant joins late or quits the conference early.
Index Terms— Cryptography, mobile communications, security, teleconference.

I. INTRODUCTION

M

ANY commercial products and methods have been
proposed for video teleconferences through wirelined
communications. However, wirelined communications can be
both slow to deploy into service and expensive to install.
Wireless communications, by contrast, allow people to communicate quickly and conveniently. Wireless communications
have become one of the principal mediums for transmitting
information.
However, wireless communications are vulnerable to relatively easy interceptions [1], such as fraudulent call attempts
and intrusion or listening by third parties. Thus, the ability to
prevent intrusion of various kinds is essential. For example,
sensitive data must be protected against disclosure to an
unauthorized person. Fraudulent modification of messages,
repeating old messages or one user masquerading as another
must also be prevented. Data are more vulnerable in a network than anywhere else, especially in mobile communication
networks. For this reason, it is critical to develop a feasible
solution to implement secure mobile communications [2]–[6].
Generally, in mobile communications each person has his
own unique personal portable unit. This condition allows a
caller to call a specific person, rather than calling a portable
communication unit at a fixed location, at which the called
party was thought to be. Thus, a chairman can hold a conferManuscript received April 15, 1997; revised August 5, 1998. This work
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ence or meeting with somebody located in another area (local
or remote) through wireless communications.
In conventional nonelectronic conferences, the various individuals interacting may alter as the conference proceeds.
An initial group will start the conference, others join later,
and some may quit early. Similar behavior can be expected
to occur during a teleconference. Therefore, it is important
that conference systems provide the ability to accommodate spontaneous interactions of these kinds in a conference.
Specifically, these systems should allow a participant to join
dynamically and to quit a secure teleconference that is already
in progress. The participants in the conference need not alter
their secret information when a participant joins late or leaves
the conference.
We propose here a new protocol for digital mobile communications technology. This protocol enables three or more
users to hold a secure conference. In general, there are four
basic security objectives for mobile communications [7]:
1) privacy of conversation content during the conference;
2) privacy of information about conferees’ locations during
the conference;
3) prevention of fraud by ensuring that the portable units
are authentic;
4) prevention of replaying attack, so that intruders are not
able to obtain sensitive data by replaying a previously
intercepted message.
In addition to the above basic security objectives, a conference scheme should allow dynamic joining or quitting a
conference for any participant.
Since portable units must operate over long periods of time
on low-power batteries, low complexity implementation of the
encryption without is critical. Symmetric cryptosystems meet
such criteria [13], although they require a tremendous amount
of effort for key agreement [14]. Symmetric cryptosystems
also require that conferees share knowledge of a secret session
key, and that unauthorized users not have access to this key.
We present an effective conference key agreement scheme
for digital mobile communications. Our scheme is truly dynamic in the sense that a participant joining or quitting a
teleconference that is already in progress requires no modification of secret keys of any other participant in the conference.
Furthermore, the computation needed to obtain the common
secret session key is relatively simple, thus, our scheme can
be used in low-power mobile communications.
This paper is organized as follows. In the next section,
we present an effective secure conference scheme for mobile communications. We show that this scheme can achieve
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Fig. 1. Conference key distribution protocol.

dynamic ability, analyze the security, and analyze the computational complexity of our scheme in Sections III-V, respectively. Section VI discusses advantages of our scheme. Finally,
Section VII presents conclusions.
II. A NEW SCHEME
According to our conference key distribution protocol
(CKDP) for digital mobile communications, we assume
that the network center is a trusted central authority that
is responsible for key generation and key distribution, but
need not retain secret keys of all conferees.
In this protocol, without loss of generality, we let personal
be the terminal logged in to by the chairperson
terminal
who initiates the secure teleconference with
conferees,
We let
be the network center,
e.g.,
be the personal terminal logged in to by
be the
be the unique identity of
unique identity of
be the current date and time of a message to be sent,
be a common secret session key of length 255 b of the
and
secure teleconference chosen randomly by
be random numbers of length 256 b generated by
and
are added together to form
which is larger than
noneven random number of length 256 b, in that against
generates
Park’s attack [8]), and denotes concatenation.
for user
from
in
a secret number

which is a secret one-way function that known only by the
network center.
We assume that NC uses the RSA cryptosystem [9] for
secure data communications. In the following protocol,
sends secret information using the RSA encryption under
As
is chosen to be a small integer,
encipher key
can perform this with low-power mobile communications. The
key distribution protocol, as illustratively shown in Fig. 1, is
summarized as follows.

A. Conference Key Distribution Protocol
chooses random numbers
Step 1: Initial terminal,
and
such that
as the session key-decryption
key.
sends
mod
Step 2:
to
Step 3:
decrypts the encrypted data signal and receives
extracts
and
from decrypted data.
verifies
and the validity of timestamp
whether
verifies
computes
and then calls the other
terminals of conferees.
chooses random
Step 4: Each terminal,
and
as a session key-decryption key.
numbers
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Step 5: Each
sends
mod
to
Step 6:
decrypts the encrypted data signal and receives
extracts
and
from the decrypted data.
verifies whether
and the validity of timestamp
verifies and computes
Step 7:
chooses nonzero random numbers
and
being a common secret session key of the secure
conference, and then computes public information
and
where
is an encryption algorithm of symmetric cryptosystems [10];
means a least common multiple of
integers.
find
and such that
Step 8:
where and are integers of length 256 b.
broadcasts
and
to
Step 9:
obtains
mod and verifies
whether
Any participant in the teleconference obtains the common
in the above Step 9 as follows:
secret session key

(1)

III. DYNAMIC ABILITY
True dynamic participation in the proposed scheme is
achieved in the sense that the participants’ secret key need not
be modified in order to join the conference. When a participant
joins late or quits a teleconference already in progress, the
public information (PI) is only recomputed and the common
secret session key (CK) of the conference is modified by the
network center. All personal terminals in progress need not
We explain this by the
to alter their secret information
following two cases.
joins a teleconference
Case 1: When a participant
that is already in progress, the procedures of obtaining
for
are the same as in Steps 4–9 of the CKDP except
sends only
and
in which
that
to the participant.
quits a teleconference that
Case 2: When a participant
is already in progress, the procedures of the CKDP are as
follows.
chooses new random numbers
and
Step 1:
and then computes new public information
in which
and
is the current date and time.
obtains new
and
such that
Step 2:
and broadcasts
to
Step 3:
obtains
mod
Despite participants joining late or quitting a conference
already in progress, other participants in the conference retain
through the completion of the
their secret information
conference.

IV. SECURITY ANALYSIS
Both user authentication as well as session key distribution
are simultaneously included in this scheme.
is generBecause the common secret session key
ated randomly by the network center and hidden to public
with the secure random number
of the
information
participants in the conference, an intruder cannot reveal
unless he/she knows or a factor of the
Thus, the conferees have a secure conversation. Therefore, the
proposed scheme satisfies the first security objective for mobile
communications, as discussed in Section I.
To ensure that information about conferees’ locations during
the conference cannot be intercepted by an eavesdropper,
must be protected by encryption functions. It is difficult for
from the equation
an intruder to obtain the location of
mod of Steps 2 and 5
in the protocol CKDP. Therefore, the proposed scheme satisfies the second security objective for mobile communications
as presented in Section I.
The network center authenticates the chairperson’s identity
by verifying the correctness of
and at Step 3 of the
proposed protocol. Similarly, for other users who participate
in this conference invited by the chairperson, the network
and by verifying
center can authenticate their identities
at Step 6 of the proposed protocol.
the correctness of
This protocol ensures that a portable unit does not access the
network using a false identity in order to avoid usage charge.
Therefore, the proposed scheme satisfies the third security
objective for mobile communications as indicated in Section I.
If an intruder obtains an intercepted message at Steps 2
or 5 of the proposed protocol, he/she is not able to complete the verification of Steps 3 and 6 in our protocol. The
such that
intruder would need to alter into a new time
where
is the time at which the system
is the expected
received the illegal login message and
is altered, the
legal interval for transmission delay. Once
intruder would fail verification of Steps 3 and 6 in the proposed protocols. The proposed scheme is thus secure against
replaying attacks. Therefore, the proposed scheme satisfies
the fourth security objective for mobile communications from
Section I.
Since the protection against replay attacks relies on the
synchronization of clocks, thus it may be vulnerable in the
following two cases. One is that, as a result of possible
communication delays or loose clock synchronization, if
is small legitimate authentication requests would be denied.
The other area of vulnerability is of replaying attacks if
is large. However, many schemes involving the technology of
synchronizing clocks in computer communications have been
proposed in previous literature for solving the above problems
[11]–[13].
When participants quit the conference at the same or different times, they know only
and
As
and
have no common divisor greater than the conference key, these participants who initially quit the conference
cannot eavesdrop son subsequent content of the conference.
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V. COMPUTATIONAL ANALYSIS
We now examine the complexity of the CKDP.
needs to compute
Each personal terminal
mod
and to extract
by
mod
of Steps 1, 2, 4, 5,
computing
and 9 in the protocol CKDP. The network center needs to
mod
one time
one time
compute times
and to obtain
and
of
Steps 3, 6, 7, and 8 in CKDP. We examined the complexity
of each step in CKDP as follows.
1) The Computational Analysis of Step 1 in CKDP:
chooses two random numbers in this step. Since the computations for generating a random number are small, we ignore
these computations.
2) The Computational Analysis of Step 2 in CKDP:
computes
mod in
this step. Using the addition chain method [15], the complexity
mod
form is
of computing the
(2)
are the length of
and
respectively,
where
and
denote the number of
and both
multiplications and modulus, respectively, of integers of length
b. The length
is 256 b. Since the encryption exponent
was chosen to be a small prime (i.e.,
), the length
is
The number of operations
2 b of executing Steps 2 using
is thus as follows:

3) The Computational Analysis of Step 3 in CKDP:
extracts
and
from the
computes
mod in
decrypted data. In other words,
this step, where is an encrypted message of Step 2 in CKDP;
is a secret key of
such that
mod
and
is the Euler’s totient function. Since the lengths of and are
256 b, the number of operations using (2) is, thus, as follows:

4) The Computational Analysis of Step 4 in CKDP:
choose two random numbers in this step. Since
the computations for generating a random number are small,
we ignore these computations.
5) The Computational Analysis of Step 5 in CKDP:
compute
mod in this step. The number of operations are
the same as in Step 2 of CKDP.
6) The Computational Analysis of Step 6 in CKDP:
extracts
and
from the decrypted data. The
number of operations are the same as in Step 3 of CKDP.

7) The Computational Analysis of Step 7 in CKDP:
computes public information
and
where is an encryption algorithm
of symmetrical cryptosystems such as DES. A software implementation of DES on an Intel 80 486/33-MHz microprocessor
can perform 2.6 million bits per second [14]. Next, we examine
the complexity of computing
where
is the number of participants in this conference
is an integer of length 256 b. The algorithm for
and
is as follows. First, compute
computing
the greatest common divisor (GCD) of each pair
or
We can then obby computing
Next,
tain
and
repeatedly compute
until
is obtained. This algorithm requires
times GCD operations
times divisions. Knuth has previously shown that the
and
average number of divisions performed by Euclid’s algorithm
[15].
for computing GCD is approximately
8) The Computational Analysis of Step 8 in CKDP:
find
and such that
There are many
and
such that
solutions to obtain
We can randomly select
which is of length 256 b. Both
mod
and
of and are thus obtained by computing
respectively. If the length of is not less
is repeatedly randomly reselected
than or equal to 256 b,
until the length of is less than or equal to 256 b. Since the
is at most
b, the number of operations
length of
mod is equal to
plus
for computing
additions, assuming that a 32-b modulo and addition
denotes the number of
facility is available. Here,
moduli of integers of length 256 b.
9) The Computational Analysis of Step 9 in CKDP:
computes
mod in this step. We analyzed
mod
the number of operations for modulus
Since the length of
is at most
b and both the lengths
and
are 256 b, the parameter
is at most
The length of is thus less than or equal
b. To obtain
shift
left only
to
shift left bits. Therefore, to obtain
one bit. To obtain
let shift left bits plus
The number
mod is thus equal
of operations for computing
moduli plus
additions plus
to
shifts, assuming that a 32-b modulo and an addition facility
are available.
Since the network center is generally remotely located
from the parties in the conference, the center can utilize
high-powered mechanisms. Thus, the computing time can be
improved significantly using parallel multiplication hardware
and special high computing hardware.
However, personal terminals are movable, carried by persons or in vehicles. Since the personal terminal must operate
over long periods of time on small low-power batteries, low
complexity implementation is critical. The total number of
operations needed by the personal terminal in our scheme is
only
shifts.
Note that Steps 1, 2, and 9 in CKDP are executed by the initial
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terminal
Steps 4, 5, and 9 in CKDP are executed by the
if
participants
other personal terminal
join the secure conference.
and
Next, we analyze the number of operations for
Using divide and conquer [16], together with
the computational analysis of divisions, multiplications, and
additions as outlined by Davida and Wells [17] is as follows:
if
if

TABLE I
GENERAL CHARACTERISTICS OF 32-b MICROPROCESSORS

practical implementation of low-cost and low-power secure
mobile communications.

and
addition if
additions if
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VI. DISCUSSIONS

and denote the number of diviwhere
sions, multiplications, additions of integers of length bits
shift, respectively. If one uses the recursion down
and
multiplications
190
to the 32-bit level then
26 shifts and
multiplications
additions
2110 additions
242 shifts.
Using divide and conquer, one can modulo two numbers as
follows. Let

then
if
otherwise
and are an integer of length
bits;
are an integer of length bits. The number of modulo
is thus as follows:

where

if

if
If one uses the recursion down to the 32-bit level then
modulus
52 multiplications
261 ad49 shifts and
modulus
484
ditions
3681 additions
479 shifts.
multiplications
and ignore computing time for the
Finally, let
shift operations. Thus, the total number of operations needed
by the personal terminal in our scheme is 21 moduli 4413
32 332 additions. The computing time for
multiplications
each operation is listed in Table I, based on using various
32-b microprocessor chips [18], [19] in our scheme. The
computing time once per protocol execution is take 3.52, 1.21,
and 5.58 ms when using Bellmac-32A, HP 32-b, and Inter
iAPX 432 microprocessor, respectively. This is achievable in
real time by a personal terminal. Thus, our schemes are a

The concept of conference key distribution was first proposed by Ingemarsson et al. [20]. Subsequently, a number
of studies have been carried out concerning conference key
distribution systems [21]–[24]. Since these schemes are based
on the discrete logarithm problem which has a high computational complexity (modular exponentiation) as the fundamental
arithmetic, they are unsuitable to use in inexpensive lowpower mobile communication systems [3], [4], [8]. Recently,
Hwang and Yang proposed two efficient conference key distribution schemes for mobile communications [7]. Although their
schemes are suitable for use in inexpensive low-power mobile
communication systems, however, their schemes are not truly
dynamic, where the secret information of all participants
in a conference need not be modified when a participant
joins or quits the conference. We have shown here that
this scheme is truly dynamic in the sense that a participant
joining or quitting a teleconference already in progress requires
no modification of secret keys of any participants in the
conference. Furthermore, the computation needed to obtain
the common secret session key is relatively simple. Thus, this
scheme can be used in low-power mobile communications.
One of the straightforward schemes for dynamic participation is to authenticate the conferees using NC, and also
establish or reuse individual session keys for each participant.
Enciphering an NC generated conference key (CK) with
individual session keys for each participant is a good method.
Finally, NC distributes the encrypted CK to each participant
over a public channel. There are two advantages in this
straightforward scheme. One is that it is easy to implement.
The other is that the length of the CK is 64 b, if NC
uses a symmetric cryptosystem [14] for enciphering CK.
However, the straightforward scheme has the following two
disadvantages. One, the NC needs to encipher CK many
times depending on the number of participants. Since NC can
calculate encrypted CK for each participant in advance using a
large computation power, this is not a serious problem. Second,
since each participant has a different encrypted CK in the
straightforward scheme, NC’s need to distribute the encrypted
CK to each participant. Although the length of CK in the
straightforward scheme is 64 b, however, NC’s must distribute
participants join
64 b in the communication channel, if
the secure conference. However, since each participant has
the same encrypted CK in our scheme, we can broadcast the
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encrypted CK to each participant. Distributing the encrypted
CK is required only once.
Since the main idea of the proposed scheme is to broadcast
an encrypted CK to each participant, our scheme is unsuitable
to use in ring configuration. However, mobile communication
systems may be regarded as star-type networks [4], and it
is suitable to distribute CK over a public broadcast channel.
and
are 256 b and the length
Since both the lengths
is 256
the length of encrypted CK
of our
of
256 b, if
participants join the
scheme is only 512
secure conference. In addition, this scheme for conference
key distribution for mobile communication systems enables a
group of conferees to dynamically generate a common secret
key over a public channel to hold a secure conference.
VII. CONCLUSIONS
We have proposed a scheme to hold secure teleconferences
with digital mobile communications. The protocol enables a
hardware-limited user terminal to obtain a common secret conference key in a reasonable time. Both user authentication and
key distribution are included simultaneously in this scheme.
We show that our scheme allows a participant to join dynamically and to quit a secure teleconference already in progress.
The participants need not alter their secret information when
a participant joins late or quits the conference early.
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