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A New Blind Signature Based on the Discrete Logarithm
Problem for Untraceability
Abstract
How to design a blind signature based on the discrete logarithm
for untraceability is still a field in need of cultivation. In this article,
we shall propose a new blind signature based on the discrete logarithm
problem.
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Introduction

The concept of the blind signature scheme was first proposed by Chaum [3].The
security of such a scheme is based on the difficulty of solving the factoring problem [2, 10]. Two requirements that a blind signature scheme is supposed to live
up to are blindness and untraceability [3, 8, 11]. Blindness means the signer of
the blind signature does not see the content of the message, and untraceability
means the signer of the blind signature is unable to link the message-signature
pair after the blind signature has been revealed to the public.
In 1994, Carmenisch et al. proposed blind signatures based on the discrete
logarithm problem [1]. The security of their schemes was based on the difficulty of solving the discrete logarithm problem. Later, Harn pointed out that the
blind signatures proposed by Carmenisch et al. could in fact be traced by the
signer [5]. In other words, it could not meet the requirement of untraceability.
However, Horster et. al claimed that Harn’s cryptanalysis is not correct [6].
When the signer traces the signature, he will obtain two pairs of signed messages that was satisfied by the equation of Harn’s cryptanalysis. Therefore, the
signer cannot trace back to the owner of the signature. However, we show that
Horster’s comment is improper. The signer can record all information when
1

the requester requests the blind signature to the signer. If the signer wants
to know who is the owner of the signature, he still can use Harn’s method.
Besides, only one pairs of signed messages would be satisfied by the equation
of Harn’s cryptanalysis. Today, how to design a blind signature based on the
discrete logarithm for untraceability is still an open question. In this article, we
shall propose a new blind signature based on the discrete logarithm problem,
trying to give this question an answer.

2

Review of Carmenisch et al.’s Scheme and
Harn’s Cryptanalysis

In this section, we briefly review Carmenisch et al.’s scheme [1]and show Harn’s
cryptanalysis [5].

2.1

Carmenisch et al.’s Scheme

Let p and q be two large primes, where q | (p − 1), and g ∈ Zp∗ with order
q. The signer’s secret key is x and public key is y = g x mod p. The signer
of the blind signature randomly chooses k̂ ∈ Zq and computes r̂ = g k̂ mod p.
Then the signer sends r̂ to the requester of the blind signature. The requester
randomly chooses a, b ∈ Zq and computes r = r̂a g b mod p. Then the requester
of the blind signature blinds the message m by computing m̂ = amr̂r−1 mod q
and sends m̂ to the signer. The signer computes ŝ = xr̂ + k̂ m̂ mod q and
forwards it to the requester. The requester can derive s by computing s =
ŝrr̂−1 + bm mod q. Lastly, (r, s) is the signature of the message m. To verify
it, anyone can check the equation g s = y r rm mod p.

2.2

Harn’s Cryptanalysis

In his cryptanalysis, Harn pointed out that the blind signature proposed by
Carmenisch et al. could be traced by the signer. The signer will keep a set
of record (m̂, r̂, k̂, ŝ) for all the blinded messages. When the requester reveals
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(m, r, s) to the public, the signer can compute two values a0 and b0 , where
a0 = m̂m−1 r̂−1 r mod q and b0 = m−1 (s − ŝrr̂−1 ) mod q, corresponding to each
stored values (m̂, r̂, k̂, ŝ). Then the signer can trace the blind signature by
0

0

checking r = r̂a g b mod p.

3

Our Scheme

In this section, we propose a new blind signature based on the discrete logarithm problem for untraceability. The parameters (p, q, g, x, y) are defined the
same way as in Carmenisch et al.’s scheme.

Singing:
1. The signer randomly chooses kˆ1 , kˆ2 , b1 , b2 ∈ Zq , and computes rˆ1 =
ˆ

ˆ

g k1 mod p and rˆ2 = g k2 mod p. Here rˆi must satisfy gcd(rˆi , q) = 1. Then
he/she sends (rˆ1 , rˆ2 , b1 , b2 ) to the requester.
2. After receiving the blinded messages m̂1 and m̂2 from the requester, the
signer computes sˆ1 = xrˆ1 + kˆ1 b1 m̂1 mod q and sˆ2 = xrˆ2 + kˆ2 b2 m̂2 mod q
and forwards them to the requester.

Unblinding:
1. First, the requester chooses five random numbers (a, b, c, d, e) and keeps
them secure.
2. After receiving rˆ1 and rˆ2 from the signer of the blind signature, the
requester computes r1 = rˆ1 ab1 g c mod p and r2 = rˆ2 bb2 g e mod p. Then
he/she computes r = (r1 r2 )d mod p.
−1

3. Then the requester blinds the message m by computing m̂1 = mrˆ1 r 2 ad mod
−1

q and m̂2 = mrˆ2 r 2 bd mod q and sends m̂1 and m̂2 to the singer.
3

4. After receiving sˆ1 and sˆ2 from the signer of the blind signature, the
requester can derive s1 and s2 by computing s1 = sˆ1 rˆ1 −1 2r + cdm mod q
and s2 = sˆ2 rˆ2 −1 2r + edm mod q. Then he/she can compute s = s1 +
s2 mod q. The requester publishes (m, r, s) to the public.
To verify (m, r, s), anyone can check the equation g s = y r rm mod p as follows.

g s ≡ g s1 +s2 mod p
≡ g sˆ1 rˆ1

−1 r
+sˆ2 rˆ2 −1 r2 +cdm+edm
2

ˆ

≡ g (xrˆ1 +k1 b1 m̂1 )rˆ1
ˆ

r

≡ g (x 2 +k1 b1 m̂1 rˆ1
ˆ

≡ g xr+k1 b1 m̂1 rˆ1
ˆ

≡ g xr+k1 b1 mrˆ1

mod p

−1 r
+(xrˆ2 +kˆ2 b2 m̂2 )rˆ2 −1 r2 +cdm+edm
2

−1 r
)+(x r2 +kˆ2 b2 m̂2 rˆ2 −1 r2 )+cdm+edm
2

−1 r
+kˆ2 b2 m̂2 rˆ2 −1 r2 +cdm+edm
2

mod p

mod p

mod p

−1
r −1
adrˆ1 −1 r2 +kˆ2 b2 mrˆ2 r 2 bdrˆ2 −1 r2 +cdm+edm
2

ˆ

mod p

ˆ

≡ g xr+k1 b1 mad+k2 b2 mbd+cdm+edm mod p
ˆ

ˆ

ˆ

ˆ

≡ g xr+m(k1 ab1 d+k2 bb2 d+cd+ed) mod p
≡ g xr g m(k1 ab1 d+k2 bb2 d+cd+ed) mod p
≡ y r rm mod p

Since y = g x mod p and r = (r1 r2 )d = r1 d r2 d = rˆ1 ab1 d g cd rˆ2 bb2 d g ed =
ˆ

ˆ

g k1 ab1 d+k2 bb2 d+cd+ed mod p, the above equation can be successfully verified.

4

Discussions

The security of our scheme is based on the difficulty of solving the discrete
logarithm problem. No one can forge a valid signature pair (r, s) on messages
m to pass the verification g s = y r rm mod p because it is very difficult to solve
the discrete logarithm problem [1, 4, 7, 9].
4

In addition, our scheme can keep the signer from tracing the blind signature, which is demonstrated as follows. The signer will keep a set of record
(m̂1 , m̂2 , rˆ1 , rˆ2 , kˆ1 , kˆ2 , sˆ1 , sˆ2 , b1 , b2 ) for all the blinded messages. When the requester reveals (m, r, s) to the public, the signer will compute two values a0 d0
and b0 d0 , where (a0 d0 = m̂1 m−1 rˆ1 −1 2r mod q) and (b0 d0 = m̂2 m−1 rˆ2 −1 2r mod q),
corresponding to each stored value (m̂1 , m̂2 , rˆ1 , rˆ2 , kˆ1 , kˆ2 , sˆ1 , sˆ2 , b1 , b2 ). However, the signer cannot trace the blind signature by detecting the following
equation:
ˆ

0 0

ˆ

0 0

r = g k1 a d b1 +k2 b d b2 +cd+ed mod p.
Because he/she does not know cd and ed unless he/she knew s1 and s2 . Furthermore, s consists of s1 and s2 , neither of which the signer knows. Therefore,
without the knowledge of the secure numbers a, b, c, d, e, the signer cannot trace
the blind signature.

5

Conclusions

In this article, we have proposed a new blind signature based on the discrete
logarithm problem for untraceability. The proposed scheme does not remedy
the shortcoming of Carmenisch et al.’s scheme, but also achieves the properties,
blindness and untraceability, of a blind signature scheme.
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