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Abstract
In this paper, we propose a new dynamic cryptographic key generation
scheme for access control in a hierarchy. Our method can achieve the following
three goals. First, the storage space needed to store public information is
smaller than that required in the previous work. Second, when a security
class is added to the hierarchy, we assign a secret key and a public derivation
key to the security class without affecting the keys of the other security classes
in the hierarchy. Third, when a security class is deleted from the hierarchy,
we simply erase the keys of that security class in the hierarchy and change
the derivation key of its immediate ancestor.
CR Categories: D.4.6.
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Introduction

Many modern society are based on hierarchical structure of users such as military, government organizations, school systems, private corporations, and computer
management systems. An example of a three-level hierarchical structure is shown in
Figure 1. The users and the information items they own are divided into a number
of disjoint sets of security classes, C1 , C2 , · · ·, C6 . C1 is the security class with top
level which possesses the greatest authority.C4 , C5 , and C6 are the security classes
with bottom level which have the least authority. It is an extremely important research topic that how to control access to information items in such an environment
[1].
º·

C1

¹¸
¢ A
º·
º·
¢
A

C2

C3

¹¸
¹¸
¢
A ¢
A
¢
A ¢
A
º·
º·
º·

C4

C5

C6

¹¸
¹¸
¹¸
Figure 1: An example of a partially ordered hierarchy.

In the past decade, many key generation schemes for access control in the hierarchy are proposed [1, 2, 3, 5, 6, 9, 10, 11, 12, 14, 15, 16]. However, while inserting
a new security class to or deleting an existed security class from a hierarchy, their
schemes still have to recompute almost all keys.
In this paper, we propose a new scheme for access control in a partially-ordered
hierarchy. Our method allows new keys to be determined easily whenever a security
class is inserted into or removed from a hierarchy and also reduces the amount of
storage space needed to store public information.
This paper is organized as follows. In the next section, the new scheme is presented. In section 3, we verify the security of our scheme. In section 4, we discuss
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the computation needed to generate keys and the storage required for public information. Section 5 is the conclusion of the paper.

2

A dynamic key generation scheme for access
control in a hierarchy

In this section, a dynamic access control scheme is developed for a hierarchical
system. Suppose a conventional cryptosystem, such as DES, is available. Let E
be an enciphering procedure and let D be a deciphering procedure of the available
cryptosystem. Let K be the secret key. Given a plaintext M, we get C = EK (M )
and M = DK (C), where C is the ciphertext of the plaintext M. We assume that
there is a central authority (CA) in the system. The main task of the CA is to
generate secret keys, public identity integers, and derivation keys for all security
classes. Let C1 , C2 , · · · , Cn be n security classes in a hierarchy. Each Ci owns three
values: the secret key Ki , public identity integer which is an ordinary index, and
public derivation key P Di which is encrypted in association with Ki . Only an
ancestor of security class Ci can derive the secret key Ki of Ci . This means that Cj
can derive Ki if and only if Ci ≤ Cj .
In order to show how the proposed scheme works, we shall first introduce a
theorem, which will play an important role in the development of our scheme.
Theorem 2.1 Assume that K > max(aj ), for j = 1, 2, · · · , n, where aj is the j-th
item of the sequence {aj |j = 1, 2, · · · , n}. There exists an integer M such that aj is
equal to bM/K j−1 c mod K.
Proof. Let M be the number of
M =

n
X

aj K j−1

j=1

= an K n−1 + an−1 K n−2 + · · · + a2 K + a1 .

3

Then we need to prove
bM/K j−1 c mod K = aj ,

1≤j≤n

where b·c indicates a floor function. We have
bM/K j−1 c mod K
= b(KQ + aj + R)c mod K
where Q = aj+1 + aj+2 K + · · · + an K n−j−1 , and R = (aj−1 /K) + (aj−2 /K 2 ) + · · · +
(a1 /K j−1 ).
Since
aj−1 K j−2 + aj−2 K j−3 + · · · + a2 K + a1
≤ (K − 1)(K j−2 + K j−3 + · · · + K + 1)
= K j−1 − 1
< K j−1 ,
this implies that
bRc = 0.
Since KQ and aj are integers, therefore
b(KQ + aj + R)c mod K
= (KQ + aj + bRc) mod K
= aj mod K + bRc mod K
= aj .
Therefore, the theorem holds.

Q.E.D.

According to Theorem 2.1, we can construct a cryptographic key generation
scheme for access control in a hierarchy by taking M as derivation key (SDi ) and K
as secret key (Ki ) of Ci and aj as secret key (Kij ) of the j-th immediate descendent
4

(Cij ) of Ci . The algorithm for generating the secret key and derivation key for each
security class is stated as follows.

Algorithm Key-Generation
Step 1: Select and publish an existing available cryptosystem, such as DES.
Step 2: Assign every node Ci a random secret key Ki such that Kj ≤ Ki for all
Cj ≤ Ci .
Step 3: Suppose Ci has r immediate descendants, denoted by Ci1 , Ci2 , · · · , Cir . Assign every descendant a public integer j such that 1 ≤ j ≤ r and every two descendants have distinct integers. Denote a descendant with an integer j by Cij .
Step 4: If Ci is not a leaf node, then do the following:
Step 4.1: Compute the secret derivation key SDi for Ci as follows.
SDi =

r
X

Kij Kij−1 ,

(1)

j=1

where Kij for j = 1, 2, · · · , r, is a secret key of Cij , the immediate descendent of Ci .
Step 4.2: Compute the public derivation key P Di of Ci as follows.
P Di = EKi (SDi ),

(2)

where E is an enciphering procedure of the available cryptosystem.

Note that Kij < Ki for all Cij < Ci of the above algorithm. To realize this, the
existing cryptosystem used in our scheme must be remain secure even if a certain
number, say l, of the most significant key bits are fixed and known. We may divide
the security classes of the hierarchy in a totally ordered set of ranks, such that if
Cj < Ci then Ci has a higher rank than Cj . E.g. in Figure 1, C1 are of the highest
rank, C2 and C3 of the second rank, and C4 , C5 , and C6 of the third rank. Now
the existing cryptosystem can accommodate 2l ranks numbered by 2l − 1, · · · , 1, 0
from the highest to the lowest. If Ci is of rank t, then fix the l most significant
5

bits of Ki to be the binary representation of t, and generate the rest of the key bits
randomly. Then automatically, Kj < Ki if Cj < Ci . In addition, the keys Ki are
not necessarily integers in DES, but in the key generation and derivation they must
be interpreted as integers.
For each security class Ci , once the secret key Ki , derivation key, and public
identity integer have been determined, we can easily derive the immediate descendent’s secret key. The key derivation algorithm is stated as follows.

Algorithm Key-Derivation
Step 1: Let Ci ’s immediate descendents be Ci1 , Ci2 , · · · , Cir , with public identity integer j.
Step 2: Compute SDi = DKi (P Di ), where D is the deciphering procedure of the
available cryptosystem.
Step 3: Derive the secret key Kij of Cij as
(j−1)

Kij = bSDi /Ki

c mod Ki .

(3)

Note that the security class Ci can compute the keys of lower security classes that are
not its immediate descendent by performing the key derivation algorithm iteratively.
When a new security class is inserted into the hierarchy, the corresponding secret
key, derivation key, and public identity will be determined immediately by algorithm
Key-Generation without changing any previously defined secret keys and public
information. Only the derivation key (SDi ) of the immediate ancestor of the new
security class need be changed, as follows:
SDinew = SDiold + Ki(r+1) Kir ,

(4)

where Ki(r+1) denotes a secret key of Ci(r+1) , the (r + 1)-th immediate descendent
of Ci .
When an existing security class Cij is removed from the hierarchy, the secret
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key, derivation key, and public identity of Cij are simply dropped, without changing
any previously defined secret keys and public information. Only the derivation key
(SDi ) of the immediate ancestor (Ci ) of the security class being removed must be
changed, as follows:
SDinew = SDiold − Kij Kij−1 .

(5)

The public identity number j is then reserved for a future security class.

3

The security

There are two cases to consider concerning security. One is that a security class Ci
should be able to derive the keys of the other security classes Cj , if Cj ≤ Ci , using its
own cryptographic key. Conversely, this is prohibited if Ci 6≥ Cj . Case two is that
the scheme must provide security against two or more security classes collaborating
to derive a higher level key. In the following, we prove that our method is secure.
Theorem 3.1 The proposed scheme satisfies Cj ≤ Ci if and only if Kj can be
derived by Ci with Ki , where Ki and Kj are the keys of Ci and Cj , respectively.
Proof. We divide the proof into the following two cases.
Case 1: If Cj ≤ Ci then Kj can be derived by Ci with Ki .
When Ci is an immediate ancestor of Cj , from step 2 and step 3 of algorithm KeyDerivation in Section 2 we know that
SDi = DKi (P Di ),
(j−1)

Kij = bSDi /Ki

(6)
c mod Ki .

(7)

Thus, it is well known that Kij can be derived by Ci with Ki . By transitivity, Kj
can also be derived by Ci with Ki when Ci is an ancestor of Cj .
Case 2: If Kj can be derived by Ci with Ki then Cj ≤ Ci
7

This case is equivalent to stating that if Cj 6≤ Ci then Kj cannot be derived by Ci
with Ki . Two methods may be in use to derive Kj by Ci with Ki . One is that
to decompose Equation (1) in Section 2. The other is that to attack the existing
cryptosystem from Equation (2) in Section 2. Even if two or more security classes
Cij (for all Cij 6≥ Cj ) collaborating, it is hard to get both SDj and Kj by solving one
equation in two variables from Equation (1). In addition, since we assume that the
existing cryptosystem used in our scheme is of high security, Ci cannot evaluate the
secret derivation key directly or indirectly from step 2 of algorithm Key-Derivation
in Section 2.

Q.E.D.

From step 4.1 of algorithm Key-Generation in Section 2, we know that
Kir−1 < SDi < Kir ,

(8)

where r is the number of immediate descendents of Ci . Whenever illegal users can
obtain the secret derivation key (SDi ) of all Ci ’s, it is easy to evaluate the secret key
Ki of Ci from Equation (8). However, the illegal users need to solve Equation (6)
for getting SDi . It is well known that existing cryptosystems can withstand knownplaintext attacks [4]. Our scheme thus can also withstand two or more security
classes collaborating to derive a higher level secret derivation key.

4

Complexity analysis and comparisons

In this section, we investigate the time complexity of the secret derivation key SDi
in the above algorithm. Let N (ab ) denote the number of multiplications needed
to compute ab . Knuth [13] showed that the upper bound of N (ab ) is identical
to 2blog2 bc by using addition chain methods. Since the derivation key is defined
in Equation (1) as SDi =

Pr

j=1

Kij Kij−1 , we have N (SDi ) =

Pr

j=1

1 + N (Kij−1 ) ≤

r+2rblog(r−1)c = O(r log r), where r denotes the number of immediate descendents
of Ci . If we ignore the overflow problem of key values, the time complexity of the
derivation key SDi for Ci in Equation (1) is upper bounded by (r log r).
8

Finally, we investigate the storage space needed for the public derivation key
P Di . From Equation (1), SDi =

Pr

j=1

Kij Kij−1 ≤

Pr

j=1 (Ki

− 1)Kij−1 = Kir −

1. Therefore, the secret derivation keys in our scheme required storage space of
O(r log Ki ). Since DES effectively transforms a 64-bit plaintext block into a 64-bit
ciphertext block using a 56-bit key, it has the advantage of no message expansion.
In general, the length of the key is constant (56 bits for DES) in conventional
cryptosystems [4]. Thus, the storage space needed for the public derivation key P Di
for Ci is O(r).
Next, we compare our method with other cryptography-based hierarchy schemes
in the literature. Previous methods are briefly reviewed as follows.
Akl and Taylor [1] assigned each security class Ci an associated distinct prime
ei and calculated the public parameter P Bi as follows:
P Bi =

Y

ej .

(9)

Cj 6≤Ci

Thus, the secret key for all security classes can be computed as follows:
P Bj

Kj = K0

mod m,

(10)

where m is the product of p and q, which are two random large primes, and K0 is
a random secret key, where 2 ≤ K0 ≤ m − 1, gcd(K0 , m) = 1. A descendant’s key
can be derived from an ancestor’s key by the formula
P Bj /P Bi

Kj = Ki

mod m, iff Cj ≤ Ci .

(11)

The scheme of MacKinnon, Akl, and Taylor is the same as the Akl-Taylor scheme,
except that the former use the chain decomposition to determine the primes to
be used. Each public parameter P Bi of a descendant in the chain is the power
exponential of P Bj owned by the ancestor node.
Harn and Lin [5] presented a cryptography-based hierarchy scheme, based on
factoring a product of two large primes which is difficult. Instead of using the top9

Table 1: The computational complexity.

Poset hierarchy
scheme
Akl and Taylor’s
MacKinnon et al.’s
Harn and Lin’s
Our method

Appendability
O(n)
O(n)
O(log n)
O(1)

RemovaKey
bility
generation
O(n)
O(n log n)
O(n)
O(n log n)
O(1)
O(n log n)
O(1)
O(r log r)

Key
derivation
O(n log n)
O(n log n)
O(n log n)
O(r log r)

down design approaches, as in the Akl-Taylor scheme, the Harn-Lin scheme used a
bottom-up key generating procedure.
The computational and storage complexity of each method introduced are summaries in Tables 1, 2.
Table 1 shows four aspects of the computational complexity: appendability, removability, key generation, and key derivation. In the key generation column and key
derivation column, O(n log n) must be recomputed in the previous methods, where
n denotes the total number of security classes in the system. Since the space of the
n’th prime is (n log n) bits, the time complexity of the Equation (10) is O(n log n) by
using addition chain methods. However, our scheme needs O(r log r) only, where r
denotes the number of immediate descendents of security class. In general, r << n.
In the appendability column and removability column, O(n) keys must be recomputed in Akl-Taylor’s scheme and MacKinnon et al.’s scheme. Whenever, a new
security class is added to or an exiting security class is removed from the system,
these schemes need reconstruct the secret key for all security classes. In the same
case, Harn-Lin’s scheme need reconstruct the secret key for (log n) security classes in
average. When an existing security class is removed from the hierarchy, Harn-Lin’s
scheme simple drop the keys of the removed class. However, when a new security
class is added to or removed from the hierarchy, our scheme needs only update the
derivation key of its immediate ancestor.
Table 2 shows three aspects of storage space: number of primes, maximal pub10

Table 2: The space complexity.

Poset hierarchy
scheme
Akl and Taylor’s
MacKinnon et al.’s
Harn and Lin’s
Our method

Number
of primes
n
c
n
−

Maximal
public parameter
Qn
pi
Qi=1
n
pi
Qi=1
n
p
Qri=1 i
i=1 Ki

Storage
spaces
O(n3 log n)
O(n3 log c)
O(n3 log n)
O(rn)

lic key, and storage spaces. Akl-Taylor’s and Harn-Lin’s scheme needs n primes.
MacKinnon et al.’s scheme needs c primes, the number of chains. However, our
scheme needs no prime. In the maximal public key column, there are only r keys
(Ki ) to be multiplied in our scheme. In the storage spaces column, our scheme
total requires O(rn) bits. However, Akl-Taylor’s and Harn-Lin’s schemes total require O(n3 log n) bits, and MacKinnon et al.’s scheme total requires O(n3 log c) bits,
where O(n3 log n) > O(n3 log c) À O(rn).

5

Conclusions

We have proposed a new dynamic cryptographic key generation scheme for access control in a partially-ordered hierarchy. The scheme can be used in multilevel
database encryption systems [7, 8]. Our scheme has the following advantages:
1. When a new security class is added to the hierarchy, we need only compute the
keys for the new class and update the derivation key of its immediate ancestor.
The keys of the other security classes remain unaffected.
2. When an existing security class is removed from the hierarchy, we simply drop
the keys of the removed class and update the derivation key of its immediate
ancestor. Again, the keys of the other security classes are unaffected.
3. The size of public derivation keys generated is small, so the scheme utilizes
memory space efficiently.
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4. The key generation and derivation procedure is simple.
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