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Abstract

In the fast growing era of the online business, Wireless Mesh Networks (WMNs) are playing a significance role to grow
the economy of different countries. Therefore, it is essential to implement the efficient security measures or methods at
the Wireless Mesh Gateway (GW) as it is only the place to enter the incoming traffic to the particular WMN. In the
traditional solutions, the monotonically increased traffic at GW is handled by the help of “linear queue” data structure,
which is not the efficient way for security analysis in the present criteria. Therefore, in the manuscript, it is replaced by
another efficient data structure named “1-2 Skip List”. In addition, it has shown that detection of flooding or DoS like
attacks are also easily possible by using 1-2 Skip List approach. A sufficient analysis is also provided for the proposed
solution with performance analysis in the manuscript.

Keywords: Wireless Mesh Network, WLAN, Network Security, 1-2 Skip List

1 Introduction

In case of sparsely populated areas it is difficult and costly to use traditional communication networks. In such types of
situation Wireless Mesh Network (WMN) plays an important role for communication and helps to grow the business
there. In WMN a number of radio nodes are organized under mesh topology. WMN generally contains mesh client, mesh
routers and mesh gateways. Laptops, cell phones, vehicles and other devices having wireless capability can be the part of
a WMN. In WMN mesh routers are used to forward traffic to and from the mesh gateway which may, but need not,
connect to the Internet. Every radio node creates its own mesh cloud having the rage up to its coverage area [1, 2, 3] and
likely to be a single network. Mesh cloud can be accessed by the permission of the radio node which is working in
coordination with other radio nodes to create radio network. A WMN preserves the properties of reliability that offers
redundancy. Non operational mode of a mesh node doesn’t mean that rest of WMN is not in operation, the rest of the
nodes can still communicate to each other. They can communicate directly or through other one or more intermediate
mesh nodes. Figure 1 depicts a sample of WMN. A WMN can be implemented with various technologies such as 802.11,
802.15, 802.16, Cellular technology or combination of more than one type [4, 5, 6, 7, 8].

A talented purpose of WMN is the low cost extension of wireless local area network (WLAN) in a sparsely
populated area. A WLAN links two or more devices using some wireless distribution method (typically spread-spectrum
or OFDM radio), and usually providing a connection through an access point to the wider Internet. This gives users the
mobility to move around within a local coverage area and still be connected to the network. Most modern WLANS are
based on IEEE 802.11 standards, marketed under the Wi-Fi brand name. WLANs were once called LAWNs (for local
area wireless network) by the Department of Defense. An application of WMN can be a pilot program to provide city
workers in all different municipality of the city with wireless Internet. The traffic of all the access clients passes through
the Mesh Gateway (GW) which causes a monotonically increase in the traffic [9, 10, 11]. Additionally, there is a great
possibility of the malicious attack from the incoming traffic from the Internet. Therefore, it is heavily required to keep an
eye over the incoming traffic. Another thing, the incoming traffic from the internet can be at high rate and hence an
efficient data structure is to be used to synchronize it with the delivery speed at their respective destinations. In
traditional implementation this data structure is either a linear array or a linear linked list [12, 13, 14]. These two data
structures are having the scope of enhancement in the performance of the WMN as well as better security check process.
In the manuscript, 1-2 skip list has been used for the purpose which leads the better results.

The paper is further organized into six more sections. Section-11 is devoted to understand the concepts of skip list.
Section-111 discussed the usage of 1-2 skip list for temporary storage of incoming traffic. Section-1V provides the
implementation of 1-2 skip list to detect DoS like attacks. Section-V explains about the performance analysis of proposed
method and the section-VI provides the conclusion about the whole work.
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Figure 1: Wireless mesh network

2 Skip List

A skip list is a data structure for storing a sorted list of items using a hierarchy of linked lists that connect increasingly
sparse subsequences of the items. These auxiliary lists allow item lookup with efficiency comparable to balanced binary
search trees (that is, with number of probes proportional to log n instead of n).
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Figure 2: Skip list
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Each link of the sparser lists skips over many items of the full list in one step, hence the structure's name as shown in
Figure 2. These forward links may be added in a randomized way with a geometric/negative binomial
distribution. Insert, search and delete operations are performed in logarithmic expected time. The links may also be added
in a non-probabilistic way so as to guarantee amortized (rather than merely expected) logarithmic cost [15, 16].

A simple version of a skip list is called an 1-2 skip list, that has either 1 or 2 nodes of height h-1 between any two nodes
of height h or more. This is depicted in Figure 3.

head 12 13 19 23 26 37 48 68

Figure 3: 1-2 Skip list

3 1-2 Skip List For Temporary Storage of Incoming Traffic

Incoming traffic at the mesh gateway (GW) node in Wireless Mesh Network (WMN) from the internet is continuously
available. There are many number of access client nodes (ACNSs) are existing in WMN and want to interact with the
external points existing in the outer Internet. Therefore, the traffic can be increased monotonically at the GW node. To
handle this incoming traffic it is required to temporarily store at the GW node by the use of some data structure. This data
structure is generally storage queue which is less efficient to analyze the traffic for security check as the incoming traffic
may contains malicious information. Therefore, we are proposing the usage of 1-2 skip list for temporary storage of
incoming traffic. Incoming traffic stored in 1-2 skip list can be analyzed in a better way for security checks and increases
the efficiency of the network. Let us consider a criteria where more than on DoS attacks are available in the incoming
traffic from different source IPs. If the traffic is stored in a queue than it is difficult to analyze each packet for a particular
time duration but 1-2 skip list make it easier. Assuming that there is incoming traffic from different source IPs and is
recorded for a fixed time interval At shown as below in Table 1.
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Table 1: Incoming packets from various source IPs in At time

Sr.No. | Source IP | No. Of Packets
1 1P1 10
2 IP1 20
3 1P2 12
4 IP3 13
5 IP1 23
6 1P2 34
7 IP3 27
8 1P4 24
9 IP3 15
10 1P2 31
11 1P1 15

1-2 skip list can be designed for Table 1 depicted in Figure 4. In Figure 3 every value is build by two atomic values i.e.
source IP and number of packets in At time.

v

1 v v
N

head IP1, 15 IP1, 20 1P, 23 IP2, 12 1P2, 31 1P2, 34 1P3, 13 1P3, 15 1P3, 27 1P4, 34

Figure 4: Corresponding 1-2 skip list for Table 1

4 Using 1-2 Skip List To Detect DoS Like Attack

Incoming traffic from the outer side will entered into the WMN from WG only therefore, either a queue of a 1-2 skip list
is required to handle the incoming traffic. In the queue it is difficult to identify an IP which is continuously sending the
packets beyond a threshold value during At time but 1-2 skip list can by tool to solve this problem.

1-2 skip list sorts all the incoming traffic with IP and number of packets shown in Figure 3 and hence it can be utilized to
improve the performance. Identifying which IP is flowing maximum number of packets during At time, it can be checked
with respect to the threshold value (threshold value can be different for different scenarios of the network and traffic
management in network and can be adjusted by an adaptive way [17]). If it is beyond the threshold value, related IP can
be categorized as the suspected IP and kept under supervision. If same property of this IP is repeated for 5 times (or fixed
according to the application), it can be marked as attack carrying IP and security measures are to be taken over it. In this
way Distributed Denial of Service Attacks (DoS) of flooding attacks can be easily detected and sorted out which is
depicted in Figure 5 and Figure 6 in the form of flow chart and algorithm respectively.

5 PERFORMANCE ANALYSIS OF PROPOSED METHOD

Most common operations used over 1-2 skip list at GW node are search, insert and delete. Incoming traffic can be
handled at GW node by using any one of linear queue, linear linked list and 1-2 skip list. Incoming traffic at GW node
handled by linear queue allows search operation at cost O(logn) and insertion and deletion at the cost O(n). But in case of
using linear linked list search is at the cost O(n) and insertion and deletion at the cost O(1).

In case of 1-2 skip list all the operations are optimized and performance increased. Search operation for 1-2 skip list is at
the cost O(n) and updating operation have the cost O(logn). An experiment has been carried out in a constant computer
network of seven (07) computer nodes. Results of the network statistics when queue is used and 1-2 skip list is used are
shown in Table 2 and Table 3 respectively.

It is depicted in Figure 7 that there is no packet drop in case of 1-2 skip list implementations as it is dynamic but in case
of queue implementation there are packet drops. Figure 8 depicts that there is no false positive detected in case of 1-2
skip list implementation as it will detect the attack only after a sufficient time supervision but in case of queue there are
false positive detected as it will every time detect the attack if the incoming traffic goes beyond the threshold value.



International Journal of Electronics and Information Engineering, Vol.1, No.1, PP.9-15, Sept. 2014

Node=Head

While 1-2 skip
list I= NULL

IP1=IP [Node]
T 1= Traffic [Node]

¥

| Node = Next [Node] |

¥
IP2=IP [Node]
T2 = Traffic [Node]
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Figure 5: Flow chart to detect DoS like attacks in WMN by using 1-2 skip list
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Figure 6: Algorithm to detect DoS like attacks in WMN by using 1-2 skip list
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Table 2: Network Statistics in case of Queue and constant parameters of Network

Actual

Incoming | attack | status op IP Attack | False packets
Time | IP Packets | Inserted | marked detected | Positive | dropped
5 172.16.73.19 | 170 1 Attack Carrying IP | 1 0 0
10 |172.16.73.19 | 182 1 Attack Carrying 1P | 1 0 52
15 172167321 |23 0 Normal [P 0 0 0
20 [1721673.19 | 175 1 Attack Carrying IP | 1 0 30
25 |172167321 |31 0 Normal IP 0 0 0
30 |17216.73.20 | 161 0 Attack Carrying 1P 0
35 |1M167321 |2 0 Normal [P 0 0 Faneposicve 0
40 [1m16732 51 0 Normal IP 0 p * g
45 172167320 | 171 0 Attack Carrying 1P<] 0
50 172167320 | 57 0 Normal IP 0 0 0
35 |1M16T30 |44 0 Normal [P 0 0 0
60 |17216.73.19 | 188 1 Attack Carrying IP | 1 0 0
65 172167323 |41 0 Normal IP 0 0 0
70 172167319 | 170 1 Attack Carrying IP | 1 0 0
75 172167323 |43 0 Normal IP 0 0 0

Table 3: Network Statistics in case of 1-2 skip list and constant parameters of Network

Actual

Incoming | attack | statusop IP Attack | False packets

Time | IP Packets | Inserted | marked detected | Positive | dropped
5 [1m21673.09 [ 167 1 Attack Camying IP | | 0 0
10 |1721673.19 | 180 1 Attack Carrving IP | 1 0 0
15 172167321 [ 20 0 Normal IP 0 0 0
20 [1721673.19 [ 173 1 Nomnal IP 0 0 0
25 172167301 | 29 0 Normal IP 0 0 0
172.16.73.20 [ 159 0 Nommal IP T [T |0
35 [172.1673.01 ] 18 0 Normal IP 0 0 Fatezositve. 0
40 [1720673.2 |49 0 Normal [P 0 i
45 [172167320 | 168 0 Normal IP I 0= |0
50 [172.1673.20 | 54 0 Normal IP 0 0 0
55 172167302 | 42 0 Normal IP 0 0 0
60 | 172.16.73.19 | 186 1 Attack Carrying IP | 1 0 0
65 | 172167323 | 38 0 Normal IP 0 0 0
70 | 172.1673.19 | 168 1 Attack Carying IP | 1 0 0
75 | 172.16.73.03 |41 0 Nommal IP 0 0 0

Packets Dropped (Queue Vs 1-2 Skip list)
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Figure 7: No of Packets dropped in Queue Vs 1-2 skip list implementation
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False positives (Queue Vs 1-2 Skip List)
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Figure 8: False Positives in Queue Vs 1-2 Skip List Implementation

6 CONCLUSION

In the current era, Ad Hoc computer Networks are having much importance in our day today life and Wireless Mesh
Network is one of its types. The paper deals to explain WMN and the usage of 1-2 skip list to handle incoming traffic at
Wireless Mesh Gateway node. It also explains that 1-2 skip list in place of linear queue is better to detect flooding or DoS
type of attacks with an efficient manner. An appropriate and sufficient analysis with results is also provided in its support.
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